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(EDEUEHESHRERS)

(2026 9 A)

A SHHHER & TFER HEAAS

EREERRIE RS, BURMASARETER, ELUAEDRIRIT
BECEHTTIRAINE. RN, iEREXIetbiEzmmk. HERMNMEE®RER
ERIERG, HIRHESERAES.

AT ERIEMRESS, N HRERNTENGE, HHEHREETER,
ET 0.zone R2FFRBHRESR, HEAH (EHEIEHESE) BERS. %
R cEEEN. BN, B, BERHEFN 10 5TEE. BRTRE
RUEIRHERED LGN, IRER S — L R M B S TR SO 1.
MR KSR ARIEIRES G, BRIHERTOITAHIEE.

FHARSRYGRITXIE 2026 £ 9 A.
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—. HEHED

2026 & 9 Biisinzl|etk DWM (Dark Web Market) &R :
> RMFIREMNBEREHR 32,654 17;
> HEFUEANSMNESESEER 6,055 1.

D9-01&&msg.release_time<=2026-10-C Q ':] QE&EY

i BHRMA SHE SDBE [ AE/E
0 0 0 0

INFETF: 2026-10-01 1 X X I=|

1. BXRHE

HrpcE ZHURHES—KE, HHEHEE 1,770 {7, Efth#iEHERSHY
ExAEEE. BE. FE. EXFF. FIB0 B

BB, 184, 3%
' HoAh, 2308, 36%

%W, 173, 3%

HL[E, 186, 3% x
HFEE, 192, 3%>\

=A, 202, 3%

hE, 214, 3%
FORE, 435, 7%
VEE, 517, 8% J[EH, 1770, 28%
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9 BT EMEUR SHEEIERELY 95%Ah, HENTWHIETES
EER T, ERMEERMTI. BTREMESTIE. SiEiTk. BEiTlsEF.
6% ARIMBELIETTIARTEY, BIEMMEEN_EREUE. TPEMEIR
AR AGREE. #ENEWTREEES. FHENTEFR:

L. 532, % TARERYY, 483, %

HE, 573, % .‘
WA MA2E, 1008, 14%

HLRE, 472, 7%

i, 442, 6%
AP HE, 321, 4%
A SEFCHE, 280, 4%

- HoAts, 360, 5%

4xmh, 1343, 18% 5 REAEECR, 1491, 20%

3. itEmeE

9 BipitEEREIR P E SN HZ=ERATHIE. BT THZE
R, TSN AMERIREIEHE, R OREIRI, SRENUEMESR
REIEEI2ATAL. HRZSSEUEEE, BRIt ERII F Rt
BENENTHZATILLE,
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=—. H{HhES

1. LAeFlIEIphEREEtEE

&#BtiEl: 2026.9.27

HEEE: 37,000

E£/&F A autone

EHEIR: 2026.9.27 KENHERZFEaBEAEMERESE—HUETIER
HERSHIES+2B R, ERMUILH IR 37,000 X12R, HEFRES
ERSMIES. 28%, WHEBIENNERI,

mex ISRAEL 37K+ NATIONAL IDS + FULLNAMES (NEW DATA)

auone

2, EESSCHFIFHR/REREIEELIFILEE

% %EtE): 2026.9.28

i

MEREE

Ex£/%%Hm A Blacknet00

FHHER: 2026.9.28 EBENHIERZTFaBEAENEREE—EEZGEH
MFBERERKLRVE (REZEREIRER) MEHIE. ZRFLHEIELED
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15TB BUREUE (FTP ARS588S 200GB+) , BUBRFERESMMAER. BUEX
M. BR. IRESEAEE. fIZRSIMRES, o BErNERA.

vermore National Laboratory United States Department of Energy..

3. B BPC/LOAS BIFF&IiRE; S

A 4RBYIE]: 2026.9.29

HEHE: 6,436,000

E3£/%% A Buddha

EHHER: 2026.9.29 EENEERZFEEAEMEREEZ—HER
BPC/LOAS EIFFEURRE., ERRULHEIELLLY 6,436,000 17
(exp_tb_bpc.db) %% 2132.3 51T (exp_prontuario_bpc.db) , $#IEFER

BERTEAEXERF, HEERERNERA,

S Brazillian Database GOV.BR | 2026
3 AM

( AS system vhttps:llgov.brlmds

r access by buyers
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4. ;EEl France Travail R T£EHE

A #nBdiEl: 2026.9.29

MEE: 62,848

E3E/%% A Rose

EHHER: 2026.9.29 EENEIERZTFEHE AEMEREEZ—EE France
Travail R THIERE. EHRTUILHEIEL 62,848 17, HEFERESHIE. 2
B, BF. HE. R EERIE. F. KREFAE. a0 200 DAR
2. b=, BREE. FHERV. MIX. B BN ERR. RS, DCAR

iR NPRIESE. BA URLE, LHpEERRINERA,

5. EERGHAER (FBI) BRIRSTIF BRI

&#BtiEl: 2026.9.30

MERERE

E35/%% A Blacknet00

FHHER: 2026.9.30 EREMHIERZTaE AEMERE Z—0XEBXFHIE
&F (FBI) BXFBARSIIFMEBELUE. RO BIEESETEIFAIE. W
LR 5 AP REECTFHEXLE, JEFRESEBRIFIIEER
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(RDS Z$AS. FFLID. FZRBM. ik, BIEE) . MERXZEHE (NTN S
i, WXEHE. XZBHR. 2RBMHF) . BFRHE (BFR&. IMNBAF
ID. HEHHA. BFiFE. FABAR. WARKSEH) . HERZEE (BF5
S, KB BS O REBRSFH) , HOBIERNERI,

al was exploited via the following link:

6. MESERET QNS

A *RBYiE): 2026.9.27

HESE: 15,100,000

E3£/%% A Tanaka

EHER: 2026.9.27 KEMEERZFEBEAENEEEE—HHEZER
ET B, ERRILMHEIER 15,100,000 17 (12.4GB) , HRIEFERESH
BALE. PRSE. HEBHE. REMNL, BIFSE. BFHE. RERM
SERAEE. IP #idk, ZEaE. WRVBAK CRMEERARE, LN
EHMNAER A,
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7. * HEMRARSIELEE

& 4RBYIE]: 2026.9.28

MEEELE: 200,000,000

B/ &2m A 6660p

EHEIR: 2026.9.28 EENHIERZFEBEAEMRERESE—H « FEYR
NEIRIEEIE. ERIULHEEEL 200,000,000 FiER, HIEFEROSEE
S, RS, REQAE. REEE. KRS, WHEAME. WEABIE KEE
. WtE®. BEXE. FHBER. FHEH. FHEH. =REF. =5
K7, #HrE. EE. FRNE. IOHR. BHE. KIAGHREH. BSHERMN.
FNEI. WERA. BRRA. Bk TR FTHIARE, FUed

B, WA REZEHREF, WHEBIRENMER,
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8. * RERA/XNATHIRHLE

A 7GEtE]: 2026.9.29

MEEELE: 290,000,000

E3E/%FmBA: Amber_lily

FHER: 2026.9.29 ERENHIERZTEEAEMERESZ—% * FEERY/
S REEIE. ERIFLLH IR 290,000,000 K2R, HIEFEREEHA.
FHSHE. M3, BEBM. SHIHER. Mt RITRSEHF, WHEHENMN
R,
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o, PEIREIESFALIEHE

%&*BYiE): 2026.9.30

]

MEEERE: 9,300,000

E3=/%%H A johnboom

EM4ER: 2026.9.30 EEMNMIERZ FaBEAEMETEZ—HPERER
STERITRRAP IR, ERMULAHEIEL 750 HiT8EK 180 HAF, #iEF
BREESHAPITREHE (MR, BiESHE. RSt IMFITES. RSER
REF) « ARZEN (MR, BiESE. RSt o &InEE (R, BiE
Sh3. #uut, BAE. PAENARITES) « BREME BXRA. BXREIE
[E2. RSB, & kiEsmtiit) F, HSEErNER.
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750731142 1805 FE IR

10, Y RBIEHERA TSI

A fRBYIE: 2026.9.23

MEEEE

E=/%mA: SnowSoul

EHER: 2026.9.23 EEMNSERZTFEBEAEMEREEZ—H HRHE
PR ERABIV S RARX IR, ERMILHEIEL 10GB+ (EEMHEX
&k 50g #iEESE) , HEFREAVSHM. AAEFEL. WANFIE. X
MWiINE, SR, KRR, BEFRSHEAREIN. HOKRXE., EBEHRLEHA
H. NRERM. RIENE. REARZEL BULHRER. EZASHIE. ERERED
BT WKRE, L BIEAINERA.
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=. IERHEHMEZHS

oLl

1, EEXEIEFEHRAGR

2026 £ 9 BeGEMRAIREZABR (BEERAMITA) H 784, F
BUENZEE 44t 847 {4, TOP 10 B9 BZ=ALI FFR:
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saek b R E LR
TOP 10

HLATRIA

@1’/ in

S

stormous

KRYBIT

A\

INC Ransom

EMPERADOR

R R FR

RmHE
The gentlemen 105
qgilin

Storm

Akira

krybit

safepay

AuditTeam

Inc ransom
29

emperador 23

settra 23
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TOP 30 HA I BERANTIRBRIEIREH S EHHHY 81%, W TFR:

i , 29, 3%
rneransom ’ emperador, 23, 3%

settra, 23, 3%
AuditTeam, 30, 4% lockbith, 19, 2%
NOn, 18, 2%

safepay, 32, Vexy Ransomware, 18, 2%

SilentRansomGroup, 18, 2%
krybit, 34, 4% Panzer, 18, 2%
metaencryptor, 17, 2%
akira, 36, 4% direwolf, 17, 2%
Wallstreet, 16, 2%
play, 14, 2%
Storm, 37, 4% medusalocker, 13, 2%
rhysida, 12, 1%

BrainCipher, 12, 1%
everest, 12, 1%
dragonforce, 12, 1%

lamashtu, 10, 1%
chaos, 9, 1%
pear, 8, 1%

qilin, 74, 9%

threeam, 8, 1%
Booba Project, 8, 1%

thegentlemen, 105, 12%
nightspire, 8, 1%

oA, 157, 19%

EEEAEEES

TENE—FRRBRFARERELSE, NTETEL, 2EASTAENE
WEREHRQRSENMRNMESR (AR5 LAMELERTEL) | BINEEREESIE
EERLETRE, FitKim (2026 F 9 B) AEI—Faigeitang (2025 10

B) #9100.8%:
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BREMNHE

1400

1200 1182
1000 . 952
800 40 5 847
723 14 706

600
400
200

BEE TI+Al FRRER+ ATEEBML) FIBENE L AR, JTHZ 2023
FLAK, WormGPT # FraudGPT RUAfIIARE, BERALIEERBERML. /)
By, BaniEd, XREESHNRERARFHOR. WEMKIS, AREK

AR RRRVE BN N ER:

BRAFZEE
90
5
80 78
70
60 62
20 48

\,é?* &?3 \,{?\ NP S N A A &g\% NN

&K S SR SO SIS
O - S - A A A\ A L A A AN A A 0

KA S S S N S N S N S

3. FRHBIRMHEEE

ATERRERLYTHNHERK, TEAERSPUEEIEY, SITRAETL
HEURR 10 MEREGIEY, AXNEFEARESFHTATIRA:
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B2 B K /N i} 8] REHR

Queens County PublicAd | 32 [E 41 %) & J5 & A 4T | 2026/9/17 | Rhysida
HBEIAE

gob.pe | Blog MEBNE 49— | 2026/9/16 | safepay
=)

Dinas Komunikasi dan | ElJEiB{5 515 BHARRF | 2026/9/3 PANZER

Informatika

State of Florida DMV % EH 3 2 Bk N HLBh 4 | 2026/9/7 ShinyHunter
B s

Agencia Estatal de | THHEF E XL 2026/9/11 | PANZER

Meteorologia

City of Fort Smith Arkansas | 3% [E [ 5 {6 M 52 25 #r &8 | 2026/9/15 | Interlock
il

City of Princeton, Texas 5 [ 7 7 5% 407 M A AR | 2026/9/17 | INC Blog
1 1T BURF

Washington County 2 [ A B B BT 4T L | 2026/9/23 | Booba
B Project

The Merrimack County = [E M B 5 v BBURE 2026/9/23 | Booba

Project
RECEITA  FEDERAL DO | EXPHHEIRAISS =) 2026/9/24 | EMPERADOR
BRASIL

1) ZEHSBEEMNNEEER

kBRI ShinyHunters 7£ 2026/9/7 10 7 EEH#ZEIXAMNIEE

5 (State of Florida DMV) #EIZEAEE.

HZEEMA— N BURTIY, REREIZEER.

EEHRZEXNNNEEERE
BRARAMAREZEERE

5. BEEAMNTNEEEBLTEEFHEZEEAM, LIRHIIEEEMZEA
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RS R, BEARREAHZE, BEHR ShinyHunters BRAMEZ X
THRZ BIEN N EEBRIETE.

ShinyHunters

State of Florida DMV

State of Florida DMV

2) ENREIESEREAR

= E4 PANZER 7E 2026/9/3 A TEIERATHNEEBESE
B RHEENRIER. BNERATHNEERESEE BT TIEE BT —
NBRIT), ARIMENALIRERE. ERML. WIBTIFITURRINSS. RMESRES
ERUBATENERATSNES, LIBEEEHWEERMFI SIFHEE. ik
KeiRERHZE, BEELN PANZER HREMESXTHNEESBESERS
WBRIEE.
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c/*\,_ Dinas Komunikasi dan Informatika e

The Central Java Province Communication and Informatics Service was formed based on Central
Java Provincial Regulation Number 9 of 2016 concerning the Formation and Compaosition of Central
Java Province Regional Apparatuses and Central Java Governor Regulation Number 70 of 2016
concerning the Organization and Work Procedure of the Central Java Province Communication and
Informatics Office. As for the duties of the Central Java Province Communication and Informatics
Office, it is to assist the Governor in carrying out government affairs in the communications and
informatics sector, the coding sector, and the statistics sector which are the authority of the Regions
and the assistance tasks assigned to the Regions.

o+, Download Data

3) BMFERSRBE

Al BE R PANZER 7£ 2026/9/11 2% T ARHIFEZRSSS (Agencia
Estatal de Meteorologia) ##ZRRIEE. ANIFERSSKBEAIIFAI—
BT, AESSWN, RSFRMSIRSITERES. ARIIFERSSBIU
T, DIRHSSIRSIISMREIESGS TR, 8RN EREAHZA, &

=R PANZER R A MES XTI ERSSRBIVEEE.

"84 Agencia Estatal de Meteorologia =

Agencia Estatal de Meteorologia - AEMET is a governmental agency of Spain that provides
comprehensive meteorological services, including weather observation, predictions, and climate

analytics. It serves various sectors such as agriculture, aviation, maritime activities, and emergency
services. AEMET aims to support public safety and management through accurate weather

forecasts, climate data, and educational resources. The agency also engages in research and
international collaboration to enhance meteorological science and technology.

& Download Data
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4, FAEFPEERIAIZNZESHREE

ELRSEHF UM, MEZeEFEARRE, HRWEHREENEIKE

ERNE—AREE, FEBAGIGN, IR, REMERENSRRESHERS]

ETYTZRE, BRIMFEH—SEWER, LBPeX—R. BZRAKINE

FRA@SHE, e, RS, —BEXRE, TaSHEANE

DT RIAA

F. #SFEEEENReiRE.

LN AR R AER VTR ZRE 4R

2. THENTREEEEMIRE. €A%, EWLARNAR

48R FRiE{TL Bia] REHR
Pkt B3 A BR 22 7] R FEN 2026/9/30 The Gentlemen
ffsetiors i 47 A R 23 7] BHOI 2026/9/29 Chaos
Hasortotr 4 H BR > 7] PR 2026/9/24 DragonForce
Kokt 2 W45 TR 2 ] PAERTIE 2026/9/20 Nightspire
Tysewsiorsk i A A R 23 7] BHL 2026/9/17 Incransom
Tt A A PR A 7] il 3k 2026/9/14 Lockbit5
Ftsesototok L il 3 Ml 2026/9/12 Medusalocker
Caeteretek QX BH 2026/9/10 Beast
Hpteriorsk I A7 A7 BR 23 7] PAERTE 2026/9/9 The Gentlemen
Mootk [ SRR S5 ik | 2026/9/1 Krybit
otk JBE 43 A7 B ) BHL 2026/9/1 Everest

5. BABIEEZRMDET (safepay)

AT ERZ 2 T ET MG BARRISEACIBERIE AN, Felilit

SRS P — 1 EERTR I B = HR
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R RPHINEZERRTARNE,

EENEBTHNEEARAE  Lockbit3, Royal, Play, Rhysida, Alphv, 8base,
Hunters International, BianLian, Akira, Cactus, Abyss-Data. Black Suit,
Arcus Media. space bear, killsec, fog, Funksec, Babuk-Bjorka, Hellcat,
Babuk2. NightSpire, Dragonforce, Handala, D4RK4RMY. Warlock, World
Leaks. sinobi . Interlock. Qilin. Anubis. The Gentlemen. Beast.
ShinyHunters, INC Ransom, Krybit, CLOP. direwolf 4135 7 f#iE&Is{EHE
R,

KREANIENBHZE SafePay BRI EZEZHL, SafePay 2—NTF 2024 &F
*E (9-10 B) AFIIBHNNESHZEAIKR, BHATOBEEREE, A
HatE4a(E4E RaaS INERKETC, HRE—EBATSR#IMRIEE. EiTaE SEZRH.
EXA "BEGERAINEHR" RNIZE, IIERETHER LockBit Black

(LockBit 3.0) KB HIE, MEXHIE N safepay T ERBHEBT
readme_safepay.txt #1R(E, FENERFXIRIHKEZRIESIMNEAIHRITER LN,
#l. KRN EREEIDRASYIRNRZLEAFIA. BOSSHEREER
. BURINHETINE, RERINGIENE (RO RAIAE 24 NFARZER) .
BofEiAtie, LIRS Tor HuEitHERIAR (DLS) MTATFRE. HARTMES
KH, BT PEASELABIEEEIEE.

#BZE 2026 F£ 9 B, SafePay ERitFEFRL 600 NMEEE (1 30 X{BIRF
HHAEE) | EEFIEK 40 ROMEZR/MKX (EE. BELAES, HRA
HE. MEX. BEXFZE) , ERTUEFEHIEY. #BRE5TE. ETRE. ¥
B. SRS, TURSSMNS, FENEREIRINEXIG, EEFH. F&
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IRE. WESIMEDLIRSEMATF DLS #hZ, RIS fIEiE T E BRI
Al Microlise (FHAFSFRZY 1.2TB #ufE) . £k IT 248 Ingram Micro, | 4%
/RAERRBER (Holiday Inn Vilnius, #EEERS LT LIRSEEERRS
SREDWEIIE, B GB = TB REURISHER, BREXF/IdlS
FREIMVRSHYER, T eFTE8E

TElJ9 SafePay ATz & HEWE HEERIL, :

SafePay ransomware has never provided and does not provide the RaaS

Search

higbio.com - dwi-bau.de — @ hoteldelfinolugano.ch

The company focuses on applying marine ] Ve 5 | i H 1 e The hotel w; unded in 1972 and has been
biotechnology to an health, animal health, roofs sin manag ly by the Haas family for four
functional foods and sustainable aquaculture. Its construction and building sectors. Its ... generations. Since 2001, ..

official website ..

Learn Mare Learn More

® dd-automation.ch t-systems.com - grundens.com

Headquartered in Gi ) es e ¢ n ns can be traced to 1911, when
rnationally son of a fisherman from

TE/ SafePay iz& ik EATHEESEES
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© halservice.it

HAL Service S.p.A. is an Italian telecommunications and ICT company headquartered in
Borgosesia, Piedmont.

Established in 1990, the company initially focused on system integration and information-
technology services and later expanded into telecommunications following the
liberalization of wireless frequencies in Italy. It developed a fixed-wireless-access (FWA)
network covering parts of northeastern Piedmont and subsequently expanded its
telecommunications operations into selected areas of Lombardy and Calabria.

The company's activities include Internet connectivity, fixed-wireless broadband, VolP
telephony, ICT system integration, cybersecurity, cloud and digital services, networking
and loT solutions. HAL Service provides telecommunications services to private customers,
businesses and public administrations, while also working with wholesale and business
partners. Its WIC brand is used for several connectivity and digital-service offerings.

@ © 52 clicks

€ Back to blog

IENEAPL, I BRENEIRIE R EEZEE LIERNIZEEEIEE
podhy I :

Index of /halservice/

05-0ct-2026 12:46
05-0ct-2026 12:46
05-0ct-2026 12:46
9; Y 05-0ct-2026 12:48
SRVHAL21.E/ 05-0ct-2026 12:49

1
1
19;
1

ZRUEE R LUBS R R ERZEE
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SafePay ransomware has never provided and does not provide the RaaS

® dwi-bau.de -

N, ERacties

9 Birls=RIERH R EHEIRTEE 28,134,717 &, RIHAIBHEEIH
BB TS 4,982 fp. WREKELUEHENRNSEE: RBER. RITEE.
HHEER. MEER. TEER. BRARGR. BIFMER. FEER. ME(E

B. IRBEEFERZRE, LATHHIENEREPOHER:
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RINAEERA R, REBERTAIEGENE, SHEISREHETE
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