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ERE I EE AN
TOP10

HE  AfRR ARER R6HNE
: gilin m

& The gentlemen 83

% dragonforce 65

AKIRA A

Coinbase
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e comsasecante. [ 41
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payoutsking 59
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TOP 30 (YA BREHARNF LI REMF S 2EFEM 93%, S TFAR:

payload, 18, 3%
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(o)
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T~ m3rx, 8, 1%

%pear, 8, 1%
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kairos, 7, 1%
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ransomh...

AilLock, 6, 1%
netrunner, 6,

akira, 50, 7%

dragonforce, 65, 9%

thegentlemen, 83, 12% qilin, 111, 15

secp1co(,°5, 1%
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W RRADRENRMRE (R85 EBHELLEMEL) , BEEREBHIE
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BT

=it EZ /AR P} 8] BERHER
Winona County  [H g i g E 2026/4/29 | Interlock
Indonesia's Customs Analytics | E[JE J& P8 i 5570 | 2026/4/29 | Everest
Platform Fa Group
Rural Municipality of Gimli KRG e E 4 4 | 2026/4/27 | payload
M BT
Dorotea Sweden Fii 4 Dorotea TTIEUFF | 2026/4/23 | INC Ransom
City of Napoleon, Ohio KEMR LM ER A | 2026/4/23 |
o qilin
Kementerian Pertanian E[IEE JE 75 P AR 2026/4/23 | Coinbasecart
el
Trumbull County A 2 MH/REBUT | 2026/4/23 | ANUBIS
ruskcountywi.us I [H gt B B2 N | 2026/4/21 y
S B qilin
morgancountyga.gov % [EAE VR WM EEAR B | 2026/4/11 | INC Ransom

1) MEXRSERBEASHRNEE

Al BEHLN Payload 1E 2026/4/27 A TIEARS EREEAESHRNB

ATRIENER. MEADEREEREFKRNBSE

EERRERN— A

ECRBURAG, (U aREMFmRE, BEE—MLUKRIEF . RAIRHE

EZFERMX, SEANER—MEEMX, EREEFRE XIS F0.

BUERRIRERAHZEY, BEAR Payload MAREHELXTHBHRNER

RYERIE.
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Rural Municipality of Gimli

2) EEWRIMNERE B

BB R INC Ransom TE 2026/4/11 A#F TEIRE (Morgan County,
Georgia/ morgancountyga.gov) ##IZRNER. EREEEZEETMA9—
B H BN, TEARREAAR: (BHRESERDAE) « 2H#HX

BRY. ARFR. RRSESEERSMEXEE, STERASMHKENH

FSHMER. WEREMFTEZEBFRSHOASG, BLEXABRELKHZEY, &

F4H4] INC Ransom [HAR& B %X T EREREIE.

¢ morgancountyga.gov
Revenue: 23M$
&8

Morgan County offers a range of government services and community resources, including public
safety through the Fire Rescue and Sheriff's Office, as well as a Public Transit System. The county
actively engages with residents by providing updates on meetings, events, and community initiatives.
It features recreational facilities, such as a Recreation Complex, aimed at enhancing community well-
being. The intended clients include local residents, visitors, and anyone needing access to county
services.

Employees: 50

Revenue: $23 Million

Industry: Government

Phone Number: (706) 342-1507

Disclosure of data :

Size: 330,131,676,411 bytes

View

18 /30



o« TIRMIEHESHEAERSE (2026 F4A) o

3) EERN=E/REBHT

B EEHL INC Ransom TE 2026/4/23 A THEAG/RE (Trumbull
County, Ohio) ##HERNER, 1FEAH/REREEHZBMNBI— B LMt 5 EHT
MiE, TEATRELHBFITHREIR. A’Re ER5EVERS . ARI A,
ANFBRURAM X R BEZOIREE, HEtERRHXBEMRSNIHXZR,
BIEABIREAHZHY, EEALA INC Ransom HERAKHEZ XTI/ /RE
HE 6T

' anuBis

Trumbull County

We live in a time when virtually every organization has a network architecture, many of which do not have the proper level of security despite storing
important information about customers or partners.

But sometimes even we are surprised.

We are talking about Trumbull County.

4, KRG RPEEIVHNEHRSHHHA

TEESHFURN, NERERFAAmRE, HRNHRETEMNEIKE
ER—KE, REBARFIN, EEFR, REMBELAENHRRGFHEZS]
BTTZRAE, BRNNFH—TEMER, UTEX—E. $HFRARBIKE
FERA@mZFNL, Hitx 4t RikES, —BE8RKE, AJRZSBEARNEZ

TR, CHENTFREZEZRMICH. EMAR. BRI AR
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P, FEEEENRERE.

T RER S RPEEIBIEREHGRA:

HR BB AT ip | BRHH
R SN = BATH BRI, | 2026/4/23 thegentlemen
AE* xR IR ] il il 2026/4/21 ransomhouse
Fxxrkx AR w] il M 2026/4/20 coinbasecartel
PSS /AT Jam B S5 2026/4/19 | thegentlemen
fE ¥ S /NS filben4 2026/4/14 thegentlemen
[ Ak S /AR il 2026/4/14 | thegentlemen
{1 A S /AR Jam B S5 2026/4/14 | thegentlemen
N E1 /AR R FE 2026/4/10 incransom
[k 51 RS/ b4 2026/4/9 qilin

IR**F AT IR ] PR 2026/4/8 coinbasecartel
W B <l S /NS A4 2026/4/8 gunra

TR S ] UE /N J& R R 55l 2026/4/8 gunra

S S AN it F e 2026/4/8 thegentlemen
JR Ak ko [ frell 2026/4/8 thegentlemen
(El i R FE 2026/4/6 lockbit5

Hpoksk ok JL T 2 A a|4 2026/4/6 krybit
PUr**xx i 25 £ ] J& BRI 2026/4/4 thegentlemen
S =1 /A il il 2026/4/2 worldleaks
ER ST/ SRl 2026/4/30 blacknevas

27 Nl S /AT FEFUR s =k | 2026/4/28 qilin

A S YN a4 2026/4/26 dragonforce
DNk S F /N G AL | 2026/4/26 thegentlemen
S ehbh oo S /N TIEAAAE, | 2026/4/25 qilin

20 /30




o DHREIEMESEAERE (2026 F48)

5. HRIEZHOE ST (ShinyHunters)

BHTFERR 21T RS T MG B SEa BB Y3 BA4THER, Tl 11t
XESHIARE PN — MR AE W BRARFTRE SR, UEBEMMILLA
RN ENRRAF A BEAHRRIIARE,

BENEIMERALA  Lockbit3, Royal, Play, Rhysida,Alphv, 8base,
Hunters International. BianLian. Akira. Cactus. Abyss-Data. Black Suit.
Arcus Media. spacebear. killsec. fog. Funksec. Babuk-Bjorka. Hellcat.
Babuk2. NightSpire. Dragonforce. Handala. D4RK4RMY. Warlock. World
Leaks. sinobi. Interlock. Qilin. Anubis. The Gentlemen. Beast {15 T %
TERNFAEHAR S,

EERAENEBHE ShinyHunters 1R ERRLHL, ShinyHunters @—
NF 2020 FHMHERAR, (FHRIASIEGIE G RERE. EXA

“HHRGE-#R BIEE, INERFREFEENEEIOEDT, USEMETIE
Al SaaS F&. =R BB RS SERA UM FEITENE S HIELEL.
HXBIEARENEFEEEHE (vishing) « OAuth <HEZIEX. MEERE. 0-
day WEFIA. H=TEF. Al HEBNESIE. XiKgs-based WERE. &TE
OAuth AN, SSO FIEFFUNRAKIMIREIREING, HEEFKICHAIECE
NWXETAE, KIEZ SaaS F& (41 Salesforce. Snowflake. Okta.
Instructure Canvas &) MIEERE, FBYZHFEE GitHub, CI/CD EEBME=
HERHITRAKIAE,

#HZE 2026 £ 4 B, ShinyHunters EEMZNMNREE, FEHILKZH

Ex/AMK (3. Bl X, BN, fxSE, 8FXE. ZE. MEKR. BX
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M, ENERAT. EE. ZE. NEF) , ExTULEEHE. k. &,
TR M=, [EFRNE. HERS. ETREMERRTS, BERANIREIE
HENNG, TELEFR. FETERE. BEAMRE. ZEFRRMAAMES
BUNFENHZREN (BIEBIEEM. SEREENM DDoS WE) . HAZ
BIBHERS Instructure Canvas BTG (HHY 2.75 CFERBIRR TIER,

FIAEIKIT 9000 R AE) « AR Qantas M= AE]. RE Adidas.
X[ Salesforce I 5K T UM Google FXE , BHMHIZERHZFIERK
£ TB BERIME R 3 R BT ISR R o

B ShinyHunters Friz S B9 EK Rt B2 Wk :

SHINYHUNTERS

Cushman & YWakefield s Rdelante Soluciones
Financieras [Rddi.comi

Aman Resorts laman.comi Wimen, Inc. ROT, Inc. [adtcom) Udemy, Inc. iudemy.com)

B ShinyHunters Iz &Mt EAY Information #&3R
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it

@ Information

£ MNote to Affected Orgonizations:
If your orgonisations nome is listed on this poge it is becouse you have foiled to respond to us or come to on

I

agreement with us. By the time you're listed on here, it is already too late. Howeyver, there are rare exceptions

sometimes. So you may haove the chonee to still maoke the right decision and NOT become the next heodline.

1] Beneral Inforrm

Operational details, timelines, and listings may change without notice, Checlt this page far the most current status

— Why Is our organization Listed?

Your organization appeared to satisfy key criterio:

» You foiled to respond to us when we made multiple ottempts to write you.
» We foiled to come to on ogreement to prevent the releose of the doto ond the deletion of the doto.

& You didn't moke the right decision. Instead, you took odvice of low enforcement or o third porty firm. You were wrong.

If you ore listed here, it is already too lote. Next time, maoke the right decision

T W NN ¥ e e | e | PR e e L e

B/ ShinyHunters BIBA R 5 :

4 Contact us

# INEW 156/83/261 PGP Public Key

MEHRAFR, LM REEIN 2R EE MR LE IS HIELE

WG
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Cushman & Wakefield! &

have been compromised.

The company foiled to reach an
ogreement with us despite our
incredible patience, all the chances and

offers we made. They don't care.

= 500k+ Records &= S0GB+ [compressed)

% Updated: 7 May 2026

M, ER3tis

4 Bip iz R ER A BHEIR S EE 10,378,251 %, IR M EIEH =
BHITE 6,244 1, REZERIEHENATEE: REER. RITER. F
EEE MEER. TEERE. BRAREE. BEFER. EXEE. NEER.

FRZEE, LU IEEERER DS

i
¢

KRS

7
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HENMHESER. UTH4BHER “86” ALBFHSHI TOP 1058
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* REABHWIBEERIYNBNZ S Fa2REMAR, RIEEXE. Kix

MESEEREINEILE, MIFANEZRENNEEDITEE, THHRERINE
¥z

*MREN (SRBERBSBAERS) FEARAKZR, SF5IH. BEXE

£, E@ETEFIHE dw@dwcon.cn 5ENBE R,
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¢ Digital World Consulting
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