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PITHEE

ERFUERDMEREHNET, BREGBECSHIEREVE R ERATIRA
ME LRz —, 2025 F, ERPRUGT2HHFARENRESE, Ghlbidk

TERNEFMEMEENE . AT HPLWRNT BERRGEDSE, HERZE
BRHBAHERS, ARSBIINENAX 2025 EEREFEMIITT REMEDF.

KiREEEEEBT 2025 FHRUABEHHN B . BEERBE R
BN, AhWREFH RN, SV RS RN IR, REW

SHFSREEBT.

PRRATOLEMIVERYE, ARERATNEARRGHE. —HE, B
Ransomware live £3REB AT SIBEAIR, X2 EHRREEHHTHITL
W B—7HE, EF Solar RENAMTANLFLBOTAES, RABNREE
ORR AR T 5 BT B R RS

MRAI, 2025 FERBRWETN[E2HENHEZN NE—REE R
L. B—ZFEK 2,421 BEMLHEEF 29.3%MNMM, EREVNBEELY %
= ZERHEANENRENENNE, FHERNIN 2,417 EE4LIRERE, K
ELIB< 47.29%, ERERMNKEISE, XEERFRTE, Qilin ZKIN 12.4%8975
HELEREEEREE, Akira (9.5%) #1Clop (6.6%) EFH/E, BI=ARKK&ITHHE
28.4% T H AN

£ ’ SRR ’ Epy4B (SolarCERT) ’ REHRE
" A B
AR 7920 i 534 it 544.89%
e ] 2 F (1,016 #2) 55— 25 ¥ (35.20%) Weaxor WAL
P AR
K Qilin(12.4%) Weaxor (Mallox A8Ff) kRN T 3
§ N ! L AR P A
EEEJERAD Manufacturing(17.6%)  MS-SQL ¥ 2 il 55 % A
EfEHE S — 99.61% ?Z@EETE&'B%%
WEZR L FRBC (Topl0 49 DLS)  55.32% T 5E XU AT

£ 1:2025 FEIRSHEZ OIS (BREPE vs SolarCERT 4b & Hdz)

MERLE A EMAE, Solar AN HBA 2025 FFRITAABEERF M 534 &£,
1 2024 G 544.89%, WEHMEEMBERIGEK. BSEAEMHSEEL 99.61%,
WEBRER L 55.32%, ““XBERNEOGE, 35.2%894 W ERESRING
AN EE RN E. Weaxor REGEE _ZEMNETELR, HAFERERRM
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AT B A%
ETMUEMRER, AEMEVEIENHRRMERE, RANREE U TRER
W —RIEEReRIRE, BReRINPREEMIRBIMEE, —SRITE

MZEBFER, BREMHAE. NMRENRS., BEENHEF RNEERSRR, B
EREENR =—RWENSMETE, EHHTES HREEISHREGIEH
e R, FRRIR, MEMESRE mMTVARNEE, KNREE
FH BB IR AR BIEAR .

B ER BTN, W INB RS RRA RGN, D&
ik, RELYSHFEREET. BN, BEMTRERACVHZEEEKTE, HEETH
WREFEN,
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1.1 BRSH: MBS = R S0 R KL AN R R 2
XAl FEgeel aETLRMHEENERRE

.II:I[/I_L/y-”J /o Ho
REBA (AT E#R“SolarCERT") HIARSGSU A ERETE REMHEIFEM T REBIADN
PREMALE, 2025 5F, SolarCERT (UTE) RitEWHERLEDRZRGRES
# 534 £, XERIEEE

XEHIRE R T SRV AR IR o S, XREIE
FRUBERMIE TR EEBH.

SolarCERT &4 W &

2025 FHYEH R o7 A 8] 31 ih 2 S 5 AR A9 2= 5 14 AE, LW&E&#%%
\\\\\ MERGTERTREZT IR LLEEE KRG,
EYSENEVIES

ERERmER, NTHEREMENBETIREEEENE. 52024 F48LL, Solar B
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HR, 2 ARETERBEDTSANTBATEENMSIEZEMFEH. Name
FTENEGH KEBM REEE T RE FARRW PELG R FEREFEIN
R, KERFATIEARANER. BZNOEESTER, 2 BMTRMESTER
TEENEMHSILEZS TEMAN, EMETHEEE ANSR ENERRA.

M5B 8 B, WEEMHHEFEEMR 6 AN 48 EMEkEFARK. X—I
FEUFRRABEFFERR, EREEEREM. —7TE, KREIRKMTEEHBML
THREEMIEX, XEBKNBGEARESEERNKERIR, SBEALESHT
b, A—T7mE, IHIT ZHFRFE 7-8 B#HANNRSIER, BIELXENRE
fr, WA ER R MR ZEIR 0,

Rt RFREGNE, FHRENTEATIERERMERNER. HEHEK,
X—HHREETRERTEET TeMEE RN BEEE — LT RS, XBEM
Wi, REEFINE., XRBEFEIRERNBRBHNE S 28R EUR
1, HBRSRALEOASEMEAELATIHRER L, BT MENRE. B
HEESANBIRE, MRINEN 7 EMET AN R,

FHEREIN 2,417 BF4LIRE R, RLIBK 47.29%, X—"FEREE"ITR
NEE ERHENZEEMEEPRNOEE NNEELRE. TENTEfFTm
B FREEREE. BERZNEES, FERGEHMETRSB™ENETRS
PETMEMNEE, BEEFNMERSRAFEREZ), ITEmRETY, R0
WMEXKENBHEKR, WEBHATEENISHEEEERERES IMAE,

RIS —IREGIERER

60.00%

47.29%
40.00%

2321
20.00%
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REER: Weaxor REHHFERANAE S

Weaxor MIR/EEE _ZEBREL, FIERMSHALN 0-day FE, MmExtt

REREBEERRNBETT.

o IHFIR WHEFMBLUYMES R OA RGHEFEMEMAERIFE (N-day) |
SEEUIERESSIE.

o REEDM: 7 Solar FIALEME —FEREIH, 8L 70% MXESL R
FTkEE, ERHELSEEN BRBREHN Web in 0 B ERE E AN
BRHRESTHIT R

o R XMEMRESBSMERTLTRZEIMFRT, RHEBEE
MEYE. FXIEA, NARFNEEGEHTEE, ERABHSREE
(PSSR

1.2 ZHPRSEMMETA

AREHERKHNEN, BRBENBAMTSRBDEINH BEHNEHHERL,
2025 FMEH 2T = RFFL:

® SREKFMHALILEE: RME SEUROLSHENET 24 /NS R 0EIREE
MEWMEMHEX N SRR . aFRLERS SEAFHILESE
99.61%., XEFMBRUMAEAFBNEXMHEENTIN, MEEZRREMELVERFS
WS EL MR ERN.

® WEHREAESMNL: WHEEFTHRETE—NBERE. FIHEIEET,
55.32% MALERBIS R IMB+TE NINEHREN . HHSEFEL SRS
ERARREY, WEEMNAEER LR, REBEE A EEENRAFEDNE
BEE LT,

o ““XREEF'RBNE: £7K Solar FIRAMMMNEFAH, H 35.2% g9l BiXE
BTXfMReESIBEFELTWRERE, BERMEERAMET (48 Webshell,
MRKSE)  SEUEHRNESR XM E. XRESENET T 200 A FER
BRIAT R LB M.

Gt | 2025 4ENEE |

BN 534 g [ LK 544. 89%, ek MR & s K
RFERAESALE 99,618 Yokt B bR LR MR O 5 5

MU Z i 55. 32% AR R IR 1525 o 7 R 4T
— KB At 35. 20% U 2 A0 B U o 5

% 2: 2025 WYL
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Kl 3: Solar %4 SN B GE T (M)

BT E 3 1 Solar 2& N AN FIBA 2025 FEAERGIMN TR 2L, mWET
AR PR H A E I3 FE R IR F —ZRE MmN EHISEFRIFERE R,
A P

X—UREE EPRBEARMBLIY K—2025 FEFELERMHLEX
5342, [ILEIK 544.89%, ENETY WIAzmIM S SHRLES. RN, S&%
Atk 99.61%, RKPARGECHERBAYNEAL VRO LERE, —BBFE
FHEERRXBEFSEEUT. BEHIENE WEPRALILIA 55.32%, BREX
TR MG S5 W 5 R T KBS RO E SN, RIEET T W RIREMA, M 35.20%49 =
REIRALE, WiHE—FHBr T ELZLLEBTHETRBNETEL AL, X
LRIBEHRA AU H S REFNEBE TN IEERENRHREHNX NS, EE
A MBI R+ XS R NESEAER, ShVEEmENTLH. EEMRE
TESEXK.
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Kl 4: RANSOMLIVE 35 (4Fk)

2. ERYRAREFRRED BB

21 MEREN M KBIALBE

ET Solar FIBA 2025 FE2FHNBMEEIE, BRRGEBESSNLRENT
BERPUFL. AEELEN 534 BHRE=MD, WHEHRI+HRE (Top 10)
BT HIET RREXEN 79.58%, 5T YRIMEMSE.

SitRR, SEMNEEMERTFE Ransomlive f9£ERkEE, 2025 FEIZIRMHA
ST RIZIE SR

e Qilin (BiW) RERIALBENIEME, NEFERIT 1,009 ZREEMNICKMA
FEKEE.

o WEHMERAIFE: £3k Top 10 KELEEL 7 L /EH DLS (Data Leak
Site, FIEMEIES) . XFPBE DLS LEER I TR RARNANGIRAE,
HEMETH A GDPR SR N 5FEZMNE, XNZEAWENCEEEB
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Top 10 Groups W Victims per Group
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akira
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lynx
ransomhub
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incransom I
[
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0 200 400 600 800 1000 1200

Kl 5. RANSOMLIVE ##E7E (42FK) Topl0 #h&E F ik &M%

2.2 £3k TOP 5 BZRFKIKE N

BRUMESNTHEREAZHRZIRE . 2025 FHEIRET, THETER
SR, ABRENFWAH—DTT K, RN FIRMNBEOHER T R AE

==

(4.18

K 6: Solar %24 M N A Gt it (E )

(1) £3 TOP1:Qilin

Qilin (X4 Agenda) E— RaaS #hZ&EF{r4HZ, F 2022 £ 7 B I, 2022
F 9 BERAQINHF N RLMRRS (RaaS) ERIZE. BB RN FTESX
Windows FE%Z, BEXIEX VMware ESXi fR5=869 Linux &b, ZARENW
FHRIEAR SRR Synnovis 17 HAjE), FH 5000 7 ETh S B R MEE S
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#EsE, SEMRHAEE NHS EhafRs . Qilin &¥1=2 Agenda B1Z# M4 (H Go
FE) =%, REREZTA—NERAR. £T Rust 9TM, & T ERRMH
BB PR IR A

D BRE

K 7:Qilin KRG
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@ BMEE
Wi 87 | 5 ] B ] | ik
HRAMIEE 2025-06-01 0zSXj4hwxub7gio347XXXXXXXXXXX020

gfsdcw2mgtyd.onion

kbsgoivihgdmwczmxxxxxxxxxxxhhfu5
440 -4 -06-
MRALR DDOS fR%5  2025-06-09 yw725dbogo5kthfaad.onion

U 4 4 S A1 ijzn3sicrcy 7guixkzjxxxxxxxxxxxmby4
PRELEIRMETUE  2026-01-19 mCBCcnsd7j2rekvad.onion

4R 40 ER A 2% ey JI57fr53anp 7whXxxxXxxXxxxxxxywy4jmbn
MRAERRMEFIE  2025-00-11 cawdcrejj5amuvh3zqd.onion

7% 3: Qilin BEM X%

BRAREIEMEE

P 8:Qilin B2 S5 a1t 2 o A ]
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BRALPR RS

Qilin

P 9:Qilin B2 SR I 6 s UL T A ]

BRAAEERS R

K 10:Qilin B FRE B & 6 s T ANE

(2) €Fk TOP2:Akira

Akira iz F 2023 4 3 B, ZAREEHWERTMERNEAR, FSRETR
. o, HETHBELESY.

XAHHY Akira FIIKARR 5 2017 F7ERRM B R BRMMRE, BETREFLX
B, REMADEAKEER.akira EAMEX MY KA.

MRARBREIMEEFMEZERFERD LS E BEH Conti AKAERZKGER
ZHMZAL, KT Conti WINZREFREARBESZME, MUBUEFA—EBKRETE
MNzEBERER, BEXEGEDHHFSIAI T Akira TJgE 5 Conti B XEHIBHELR.
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Akira XFEANEHRRAHEE, WZEENEBRTINEIME ., ZARERIA
200,000 %7c®| 400 FETAFNES, MIERERE XM~ &HBURERE. Akira
PERERMGNE—NRAZR C++ RER, FHINT HE akira'y RANXXHE, CIE
7 —/~%A"akira_readme.txt’ I R, #BHET Conti V2 JEHKED,

BE/E, F 2023 £ 7 A 2 BAH TEERZRBORA, MIEE, BIHHTR
AZH Rust HEH, XXFRA"megazord.exe’, ERFMEXHNT BBEENAH

“.powerranges”,

@ BRE

K 11:Akira SR KRR

2 EMiEE

Kl 12:Akira IR SR T R itk ot =) A

(3) £k TOP3:Clop

Clop &£ CryptoMix ) REHAIEMHILT 2019 4] . B 2020 FiEg,
Clop FHAR TR BUEMEMY (DLS) , BEATBAREZLEREMEN,
FBIHRERS (RaasS) HIEME . EFR, Clop ERBRRLET T, MEHEH
ME+GERNEHRER, FEKH0-Day FIAMEN AT G BIRS R R . %
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AkBENHEAERREENARA Y AR, LHEESR. By, fiELmE
w7l .

EER, Clop RILH AR AREE, % 2024 19 Cleo JE5A 2025 F#Y
Oracle EBS Az, HBIERTT IR MUE TRPTEREGI, MMF T BEMESER, X
WIRAMEIRSR N TNBHR RN . F5L NMEXMHR—IMENARREESE
R, FHMALVLEHHEARNER (20 EDR RE) . BIIEESBERNH
0-Day fRE T AMIREEIZ S L, Clop sET5 2 ) Hex BARMLL L AYSERE AT 8],
BN akeE . MR ESOBERIE,

@ BRE
&l 13:Clop B KRR (5
2 BREE
Wt A | 0 i ‘ Hok

HRERHE  2025-06-

HE o1 ekbxxxxxxxxxxias37.onion

FREMME  2026-01-

TE 19 santat7KkpIxxxxxxxxxxxzl7ry3zm72zigf4ad.onion

FREMME  2025-06-

& 01 toznnag503XxXxXXXxXxxxxxzmz4nmujrjuib4iusad.onion

% 4: Clop I M %
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14:Clop #2 F i E R it 5 i pi A A

(4) &%k TOP4:Play

Play 1R K& T 2022 FFHHEAIM, BB THEME XHEAHINA.PLAY 3
B&., GHEHN—F (2022F 6 BZ 2023E58) , @E—/ BRKRLEIL 170 %
Wi, Play RA—fMHHRMNEZERE, XELFINELILRRERRIMF. 5ER
(Y RaaS (#1ZRIRRS) R AE, Play HFIEBIBESAEWENERT AR, T
EHIAAR— N EEEGFEEMEE. BEMRS KA IR IE, XFPEFES
ERIE T T Play EgMTaREN, UEKREHANBEAMSLREERSHFARKERNM
FERIMS SERM IR S B B R A BB EN G, FXERSIRMNIEE
.

ZARNRO SR RRENEEE (Double Extortion) . WHEEASHEE
AR FEEIE, REBHTXEME. IRZEEEHLEIFESE, Play REG ¥
RGN EMEIEAGER Tor tELS E, ATH—PEZEEHE, 1ZEHR
ERSXBIERGENTFER, Flan@idAFKREER (OSINT) HFIZEARARS B
ERHLNEIESE, FEEREXENMEHEINEND. BSBHNBELASEG2EEN
SHHMHIES, MRERIEZBIFENEFIRM4UL (BELE®E gmx.de 5§
web.de) #HITELR.

D BHRE

ReadMe.txt

PLAY

news portal, tor network links:

mbrlkbtgq5jon waebbyd.onion

k7kg3jgxang3 wtj25yd.onion

15:Play SR KRG 1
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ReadMe2.txt

Your netwerk has been enc ed. Your private, personal, corporate, confidential data has been stolen.
your data will be published on our leak portal.

or network links
wdvgd .onion
rgpid.onion

PLAY Ransomware |eam

K 16:Play IR KiEEZRE 2

Play.txt

CAdSomx .. com

Kl 17:Play BI R XK RS

2 EEMEE
oY)z ’ A8 B ] ‘
BRHFIEMEE  2026-01-19  mbrlkbtg5jonagkurxxxxxxxxxxxkknn 43
E dgwae6byd.onion

BERHFIEMEE  2026-01-19  k7kg3jgxang3wh7xxxxxxxxxxxbupfg HR
TE oik6érhabmjpzwupwtj25yd.onion

REGEME  2026-01-19  mbrlkbtg5jonagkuxxxxxxxxxxxhgvbx 2
& fu4rgjbkkknndqwae6byd.onion

FREIEME  2026-01-19  j7507xvvsmAIPSXXXXXXXXXXXbe6osw 3
TUE thuaubbykk4xkzgpid.onion

% 5: Play BE M
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rE bt DT -

CONTACT

K 18:Play &R S Hdfa it 5 il ri R ]

(5) €k TOP5:Incransom

Incransom ERIRMHALT 2023 F 7 A E 8 AHE EREMNE L2 XIUNE],
ZALMN—HERAHRS TR T M EFENRVIONER, HEut
EMuL FEAGBY 12 M2EHANER. XMNESHBEMEERANEE 55
I B RRGAUFTES B EMZE. BEMRFTEERRGANE R EER
XEb. XFAA, Incransom MBI RAFFIEFA, MIRTREE—MEREFTHIMEIL
FHAB, FEMEMMBILRERAEmML, HFARBRFEMMEHITESA.

ZALANODBEERERNANEHR. AMBINBEFN, BEESRAKENE
AXEZEMERHTNE, FHREESNEGREIE. XTMRBMBRNERY: —
JTE, BIEMESBUVSEETE, B—TE, MEEWEREERE. EFEFLAR
BENRENE, IEXEEAFTIEENTRERSE, NDeBERBIEATHNEXRE
71, MR IRIRF A RS R oI RE M .

Incransom {7 N ESTRE. BHE. BUFEKEHEVEFTY, X2—FhikE
MiEF, ZEFERFE AN ELEAZRIPBRESFRENENEIE —B%
%, HMHSEZWMNARENEEEMKR, BEIFERIMMIMAEE UKERSTE
E, £5XEFDBA, Incransom R ZABEHA N BRI EE NRS .. XIHEE
REDRITHDER AR, BEH#—TEINEHE,
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O BERE
INC-READMES3.txt

K 19:Incransom R FENRE

INC-README.html

Your data is stolen and encrypted. What guarantees are that we won't fool
I you deert pay e ramsom, the data will b publsded e our TOH ket YOU?

. We are nat a pelitically stivatind grisgs atd we want nothing
The: wwoner ywa pay the ransam, the sooner your company will be safr

Blog Tor Browser Link:

Blog Link for normal browser:
Spnnlapt

You need to contact us on TOR darknet sites with bt
your personal ID :

Downdoad and instal) Tor Beuwser Btps www lorproject org

e e a1 a3 ol s e el g 8 gL 03 4
Sammesimres you will bave 46 waik sarme. taw fur our regty wecause v Warning! Don't delete or modify
o A e o A {oex crrre vy i encrypted files, it will lead to problems
Chat Tor Browser Link; with decryption of files!

Don't go to the police or the FBI for
Your personal 1D: help. They won't help you.

The patice will try ts prohiit yom from paymg the rammom in any)
Don’t go to recovery companies! Titee
They are exseatially jost midiliemen whe will mule mooey off you and chest

v payiag ane

Wer are well awar e recovery companies 1 you (et the A
“arans pricy puit 1 fact they secrrily negatits with us fur
L1 prutiialse
11yt agprooms Bed ws Qurwetly witBeoit intr bt s yoai wemikd jany servwrad
s lows nlive

20:Incransom # R FKEEIRE

2 EMiEE

16 700 B ]

FREIEM  2026-01-19  incblogbaudydxxXXXXXXXXXpW6h7ixzss £
ETE u36tsajldoad.onion
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1M B 8]

FREIPEM  2026-01-19  inchacgbbfwtrixxxxxxxxxxx3s3twdtwhp £
ETE 27dzuik6s6rwdcityd.onion

% 6: Incransom & M %
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BEDXTE:

%] 23:Incransom 2 F S G G 5 5% 1 AR K

4 | FREHE | BOLRE SHAH |
SEEHIR: RaaS CHRERZ)

Qilin HARK: M GoiEF I Rust iIEF LR, &%) Windows K VMware ESXi

TOP 1 (Agenda) (Linux) ¥3E.
8 P2, SR RS HR AR Synnovis MUTGE, SBUEH NHS EE RS
T

HbrEfs: FEEXE. MPEST. SRt LHhE.
Kipetk: S5 Conti FURMAEAMINE, XHEED T B IR AL U8 SR8k

TOP 2 Akira s, SUBIGER Cre, BIRRA (Megazord) Ko Rust 45, JE4EH
“N. powerranges.
RIS MARGI “INEAGIE” ek “ T EIR” %o
TOP 3 Clop (E‘ncryptionfless) o ‘
GRS FIFH 0-Day JWIA (1 Cleo. Oracle EBS IRl Hhidi sy %k
&, WD ERERS ], AHBE EDR AR
gt #HHREE (dERaaS) , EHIEEHIBEL TR, B&BENR
A,
TP 4 Play e e m, BT DLS MR, AR OSINT FEGKEUKR A, EHErh e
b2 Bt s
HAD R R FTHHED R A s e B RCR, NN A3+ E 1 B BAE
AH.

TOP 5 Incransom

OEEAOR: FOR SO ISR ‘:?ﬁilﬁl?gé?” MRS, BETET. #
B B S R BUEAT L

R TR F IR R
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2.3 EA TOP5 #ERFKEREN
SN PEBRRKORESE, UTANRENERSWER T RAZIM:

(1) Weaxor (Mallox ZF4)

o SHEIA. Weaxor HHIAAEZMERRM Mallox REEMEM, BENRT
@hEFRIR (rox / .weax) |, BRIEBESERIE.

o IiEB#R TET Windows MS-SQL #iEEERRS=E .
o RFAKS:

> Mk 0-Day, FTEBIHAMAMBRELEERO, FARNKBENEHMFRERE
BUANBR

> BEREAR SINTEIARMHIEEAR, MAGERGTIR (LoLBin) #1T
BT,

@ BRE
RECOVERY_INFO2.txt

RECCVERY INFOZ.tet - iTHs = o %
TAF BEE) o) EEV REH
fraur files has been encrypted
To recover them you need decryption taol

You can contact us in two ways:

1 Download TOR Browser hitpsy/www torprojectorg/download/ (sometimes need VPN to download)
Open TOR browser and follow by link below:

http:/fweaxorpemwzoxgScdvfd 7

207 email:

Yaur key:

Include your key in your letter

Our guarantee: we provide free decyrption for 3 files up to 3 megabytes {(not zip.db.backup)

21 R1A 1006 Unlk [LF Utr-2

24:Weaxor 1 ZR K E# 215
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FILE RECOVERY.txt

7 ALE RECOVERY D - [BE - o o
T EmRE T EER0 WERENH)
Wour files has been encrypted
To recover them you need decryption tool

You can contact us in two ways:

1 Download TOR Browser hittps Afwww torproject.erg/downloady {sometimes need VPN to downlead)
Open TOR browser and follow by fink below:

bty ffweaxor witbpyd.onian/l

2 Or email: ¢

Wour key:

Include your key in your letter

Our quarantee: we provide free decyrption for 3 files up to 3 megabytes (not zip.db,backup)

&l 25:Weaxor ¥R KRG

2 EMiEE

WA ‘ 18 B 8] ’

%

A}

=

1HE 2026-01-19  http://lockbitsupxxxxxxxxxxx63mbijjimfb = FE 4%
7omq3tfr3ghyd.onion/ TEH

IHE5%

7 8:Weaxor Mg M &
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K] 26:Weaxor #1725 Bl % UL 1HI % 1]




¥t &
@ﬁ@”ﬁ Dy = RO SRR (2026)

(2) BeijingCrypt
o AMLIFE: FENFESL AT EIR, BEMBEEREI.

® LTk MA RDP RANBMMHGIMAFHTHW NI, SHxddh/ b &8
7R BEEMR .

o THME: 2025 FLUHHIEE T, HABEEASHRRATHY 8%—11% &9
o

® BERE
I_INFO.txt

T UINFOR: - TEEE - O o
TR WS w0 EEM  ERH
ATTENTION! ¥OUR FILES WERE ENCRYPTED!
Don' t warry, your files are safe, provided that you are wiling to pay the ransom.
- Don't rename encrypted files.
- Dot change encrypted files,
- Dor't use third party saftware,
It will damage your files, you will lost any chance be recaver it
The anly way to decrypt your files safely is to by the special decryption software from us
We can decrypt a coupke of files a5 guarantee, The size of each file must be nat more than 2Mb.
Mo database files for test
Send pictures, text, doc files,
¥ou can contact us with the following email

send us this 10 or this | INFOLE in first email

1D
+¥s

WM MEA 100 Wisdows [CRLFY uTE-8

27:BeijingCrypt ¥R KK RS
2 HERE
BeijingCrypt IR KELIEMNAE, BEISERMESZIEEIR

e ‘ fEtRE ’ RILES ]

] WXXXXxco@gmail. 2024-11-11
com
EHRFE wxxxxxco@cock.li 2025-02-12

7 9:BeijingCrypt I [ {82
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(3) &ER LockBit 3.0

® mXE: BT LockBit3.0 #32=s (Builder) JREDHMEE, AELARIERIRAIE
ENAZIRERBEXEM,

® BF SEETRFEFLHNEMAESKEERNZE HEHEKFZEART, A
HTRZETHEP, B2 TENTEHRIR.

o 3xp0rt @3xporiblog - 2022498 21H

Unknown person @ali qushji said his team has hacked the LockBit servers
and found the possible builder of LockBit Black (3.0) Ransomware. You can
check it on the GitHub repository github.com/3xp0Ort/LockBit...
FHLAL @ali qushji =, ERIEBAEEANE T LockBitlRSss, 7T
LockBit Black (3.0) RansomwareBJEIEEES, EOILIEGItHubI=ERE
siithub.com/3xp0rt/LockBit... F#ET

Size Packed Sizi
] {
741 318
480 768 144 72
8374
31744
10N et
:::d", UM per. 0
i
LR )
[
il g
& 28:LockBit 3.0 Builder 7E Twitter [JltEz
 Esls > =M@ > sierting * lockbit3 > v O J
N &R M HH E-Siel S
Build 2023/2/8 15:46 St
Ib 2024/1/31 13:08 hra =<
Build.bat 2022/9/9 8:14 Windows HEghE. . 1KB
builder.exe 2022/9/14 7:31 N FEERE 470 KB
\j config.json 2023/2/8 15:32 JSON =7 5 KB
keygen.exe 2022/9/9 7:58 MNEERE 31 KB

K 29:LockBit 3.0 ¥z ae
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D BERE
README_lockbit.txt

iR W) wEO) SV M)
[~~~ LockBit 4.0 the world's fastest ransomware since 2019~~~ A

>»>> Your data are stolen and encrypted
=»>> What guarantees that we will not deceive you?
We are not a politically motivated group and we do not need anything other than your money.

If you pay, we will provide you the programs for decryption and we will delete your data.
Life is too short to be sad. Be not sad, money, it is only paper.

If we do not give you decrypters, or we do not delete your data after payment, then nobody will pay us in the future.
Therefore to us our reputation is very important. We attack the companies worldwide and there is no dissatisfied victim
after payment,

You can obtain information about us on twitter htps:/ et - W™ Bt § % .

»»>> you can contact us in mail or tox

Tox ID LockBitSupp:
mail Support:

> >3 Your personal DECRYPTION 1D:
>»>> Warning! Do not DELETE or MODIFY any files, it can lead to recovery problems!

=>>> Warning! If you do not pay the ransom we will attack your company repeatedly again!

»»>»> Advertisement

L AR RE.) 100%  Unix iLF) UTF-&

K 30:% i LockBit 3.0 ¥R Kk &[S

OnZmO436e.README.txt

7| CnZmid e README tet - E0E = o B
RIHR OWEE W] =ED MRNH

Halal

Your data are stolen and encrypled,

In case of non-payment - all information will be soid or made publicly available, and we will continue to attack your senvers,
If you pay, we will provide you with decryption software and remove your data from our servers.

we will aba inform you of the walnerability I your servers that we used to infiltrate your network,
WARNING! Do not delete or modify any files, this can kead bo recovery problemst

¥ou can contact us via Session Messenger without registration and SMS https.//getsession.org/download
My session 100

You can abo contact us without registration via Tox messenger hittpsy//tox.chat/download hitmi

My Tow (D: 1

You can send us any 1 file for free decryplion.

Gond luck!

=
R EIEC TR0,
AT, AR e, Rl i,

W% Windows (CRLD) | UTRS)

K 31:3/R LockBit 3.0 ¥R KRS
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RECOVER-IPRan59a9-FILES.txt

T RECOVER-PRan5Ya8-FILES (1 )dt - T = [m] *
T SEiE detio] mEN REHH
Fread this text carefully.

Wi have breached your network due to security vuinerablities and encrypted all your files using a milltary 2lgorithm.,

We have also TAKEMN your CRITICAL DATA te our servers, [T you da not cocperate by the deadline, We will leak or sell your data
- The cnly way for restoring your files is through prrchase of decryption softwane from us
- You can ako send us an unimportant file bess than 1 MB, We decrypt it as a guarantes for free,

What do we offer in exchange for your payment:

- Decryption and restoration of all your machines and data within 24 hours with a guarantes;

- Assurance that we will never inform anyone about the data breach from your company;

- After data decryption and system restoration, we will delete all of your data from our servers forever;
- Provision of valuable advice on your company’s IT protection so no one can attack you again.

Irs order to start negotiations, Send message to our mailboxes:

- Make sure the subject of your emall is your client 1Dt !

== TWARMNINGE

- Avead recovery companies; they are costly middiemen who may deceive you,

- They negotiate with us for decryption software, then overcharge you or scam you,
- Do NOT madify encrypted files, as this leads o permanent data loss.

- D NOT wse third -party repair software; it can damage your files irreparably.

- At quickly, The faster you pay, the lower the price.

#1710 100% . Windaows [CRLF) UTF-&

K] 32:7% % LockBit 3.0 BiR X R(E

2 BBERIE
BT Lockbit 3.0 #4328 (Builder) JRADMEE, WIHETHEXBRETHEKR
R, SEETRZHREBHNEMAESIERRNZE.

EiRE

ii§05) rexxxxxxg25@gmail.com

Tox BF2FBB22CA4CFD24EF9AXXXXXXXXXX393E846514659C59D8C5
2F43CBD76209603AE

Tox 66049CB849C457B3253XXXXXXXXXXXC3A911E29CE1C3EAD3D
403C16E74FFBAEB5030A11

HRFE lockaxxxxxxxxxbit@proton.me

2 10: 15l LockBit 3.0 g X 1 7%




N & ]
@ﬁ’?ﬂﬁ e RO SRR (2026)

(4) Rast Gang
o FARZEHM: XHA Rust BEHES, BRUERRNINZRE.

o WARRME: HRHZEWE, HKERSHMREILHNMBEIHR, NMERKREHE @S
o, XAFBER HIRAHk K.

e IiEAO: RDP &5 N-day JmiEEEF .

D BRE

readme.txt
T reademe [1).bx - {08E - a ES
EIF) CESE] R0 =B WEEH)
#EaRa a Haddade a a a EREER H AN, a SHESEEY
Hini THE FILES ON YOUR DEVICE HAVE BEEEN ENCRYPTED timmnin
prazy BRABRGR R R : C i ERHBH HERARFY NN

Due to a security breach, all files on your computer have been encrypted,
for decryption, send an email to us:

Be sure to specify this 1D in the header of the letter
when contacting us:

Tox dhecrypt your files, you will need 1o pay a certain amount in bitcoins. The decryplion rate depends on the speed af your computer.
after payment, you will receive a special tool for decrypting fileson your computer,

e

A5 a guarantes, we make a free decryption

e

L 1LE k! 1005 Windows (CFLE)  UTF-6

& 33:Rast Gang ¥R K IE# R[5

INFORMATION.txt

T IMFCRMATION b - 28 - o et
REIF WRE o) =80 WRH

| ~

Due to a security breach, all files on your computer have been enorypted,

far decryption, send an email to us:

Be sure to spedfy this 10 in the header of the letter

wien contacting us:

To dearypt your files, you will need to pay a certain amount in bitcains. The decryption rate depends on the speed of your
ceritact with s

After payment, you will receive a special tool far decrypting files an your computer.

As aguarantee, we make a free decryption

For the test, we can decrypt one small file as proof of decryption.

E AR k| 0% Wb ILF) UTF-8

K 34:Rast Gang MR KK R
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@ JWEEE
Rast Gang 1R K ELEMNAT, BEISERMESIEERLR

fEtRE

HR#E rexxxxxxxg25@gmail.com

Tox BF2FBB22C4CFD24EF9AXXXXXXXXXX3E2340393E846514659C
59D8C52F43CBD76209603AE

Tox 66049CB849C457B325XxXXXXXXXXXF558DAC3A911E29CE1C3E
AD3D403C16E74FFSAEB5030A11

Hi$05) LockXXxxxxxxxxxxbbit@proton.me

# 11:Rast Gang I 1H &

(5) Makop

® kR Phobos FRMNRFRMEM,

o FARLEM: REHKM AES-CBC 5 RSA FMMIMBHEZE.

o H&EX FEFARZMINA RDP kO HI&EMARESEAN .

D BRE
+README-WARNING+.txt

] +README-WARRING: txi - [DET - o w
R WEE WR0) EEV OEEH
1= Greetings o

LitHe FAG:

1
(- Whats Happen?
Az Your files have been encrypted. The file structure was not damaged, we did everything pessible so that this could not happen.

.5
Ok How to recover files?
A I you wish to decrypt your files you will need to pay us.

2

0 What about guarantees?

A Its just a business. We absalutely do not care about you and your deaks. except getting benefits. If we da not do our work and
liabilities - nobody will cooperate with us. Its not in our nterests,

To check the ability of refurning files. you can serwd to ws any 2 files with SIMPLE extensionsjpg,xls.doc, efc... not databases!) and low
sizes(max 1 mb), we will decrypt them and send back to you, That is our guarantee.

A

 How to contact with you?

AL ¥oU can write us to aur mailbox

O yous can contact ws via IABBER chat:

et

1 How will the decryption process procesd after payment?

A After payment we will send to you our scanner-decoder program and detaded instructions for use, With this program you will be
able ta decrypt all your encrypted files

6.
O If | dlond® want to pay bad people like y»ou? v
: _ EEEE s Weemoun s

K 35:Makop #1R Kk #1215
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2 BERE
Makop I Z R ELHEMNAE B SEZMRESZEELR

i ‘ fetRE

HR 8 jaxxxxxter65@2mail.co
HR#E terexxxxxcol36@onionmail.com
HR#E backxxxxxup@cyberfear.com
HRFE Faxxxr@mailum.com

% 12:Makop 5 M %
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SERFEMET R

mEEAE AT S (Kill Chain) BRmHT, BEERE T HERENTEM..
T Solar FIBAX 2025 3k 35+ MERFKEHF AL R TEST, BREMEHN
MEANGE 2R HSERELS BERSHAEHLE.

BARRHES

1. RAEMEBEN: TBXANFHRINE (XHFAZR) + EXFNE (SEEH) "HE
N, ERIEMNERENRRNFRES T ERBEE,

2. EEZEM BT EZH RSA+AES A, MRKEEZHREKE (I Weaxor,
LockBit 4.0) FF45% FH Curve25519 (X25519) ZiRA ML EE, DEIRH AL
BESZHEE,

3. BRI Go # Rust BERAHEBFEFMNESNERMMTER, EFHR
X CIC++ B ABMRRHAEANEILE,

I EBR K BN B F R R -

FEXNFRBAER
LVT GO  WE RSA /A4 ECC A4
A
Phobos C/C++ W& RSA A%A
Livel.0 C/C++ WEThnZssH
Livel.5 C/C++ WEThnZssH
Live2.0 CIC++ METInE=s+
DevicData C# NE RSA A4
tellyouthepass C# N E RSA /A%A
mallox C/C++ W& CURVE25519 /A %A
Rast Gang RUST W& RSA A 4A
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BERIK ; ENFRBAER
MEDUSALOCKER(EXSI) C/C++ N & RSA A %A
MEDUSALOCKER(Windows) C/C++ NE RSA A4A
Wormhole CIC++
Babuk(Windows) CIC++ & CURVE25519 /A4A
Babuk(NAS) GO & CURVE25519 /A4A
Babuk(ESXI) CIC++ 8 CURVE25519 A4
TargetOwner C# WE RSA A4A
Steloj C/C++ NE RSA A58
BeijingCrypt C/C++ N E RSA A 4A
lol PYTHO v
N
Makop C/C++ N E RSA A 4A
#Hr LB3 C/C++ K& RSA AR
Fx9 CIC++ NE RSA A4A
Ransomhub GO N E RSA /A%A
Weaxor C/C++ A& CURVE25519 /A4
Medusa C/C++ WE RSA A%
888 C# RIBITENUE S S B X
XM BE R
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BRRKIK i FEX TR ALK
Lockbit4.0 CIC++ A E X25519 /A%

Medusalocker C/C++ W& RSA A48

DragonForce C/C++ N & RSA 2 %A
BEAST C/C++ A& CURVE25519 /A%A
BEAST-helper C/C++ A& CURVE25519 /%A

Taps C# W& RSA A 4A

R 13INE FIERILER

B ERFEANDN, RMNFWIN —EXHFRXLERRARENE, ERXELH
ERT, BERAFRENEBOTEMEHFEN. SLERETENNHSE
MHRNERM
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(Z) BRRGEANRBERZRSEBNFRED

£ 2025 FHN AN SLEH, Solar EUMERT ORI ETEMTTARIHIR
SRRV T AL HRHE. WEEEAFRBEI AN SRR, MEBE MR~ R85k
BATIEIIR .

1. MIBARXESH: SHRIESHFRRENER
R4 Solar FIBAXY 534 L AL RFIMEZ ST, WHENANERBESFAT:

e RDP 5R#FHE (45%) @ XRENRFEMREALD., HHEFTREREMNA
WMEERIZL AN (IAB) EEMIEHGTIARSHER SHENRBAZERIA
IE (MFA) MIZEEASHTENER .

o ERREFA B0%) : EXEFAE VPN Rk, OA RGEREMLTES (M0
ESXi) . WHEFARBMNEEAFERBMN WNEE", FEVERZERMTE
SRITERHEEAN .

o HBAOLSEHIEERSE (12%) . Weaxor (Mallox &) FREZIIFHNAMREE
B9 MS-SQL #3BFE (1433 ix0) #fTEmILIAHE, B CLR BFEMEER
REG

o HEMHSHILTIER (10%) @ WHEHWEMKIREH. MEKE, FSRTE
TR ERESE AT .

2025 EMERUHEEBNBHR ST

m ROP/iZRRBS TR 45%

m S5 REFRB(VPN/OA/Edge) 30%

12% S5E0% 12%

36: B R HATALHE T 30

2. REBANREAE M

(1) HHHAMERE: NERBIEEF A

WHEBEBABXXRFE LR NWE, BIiISORNE, WHEEFRRE RDP
NPRE, £1ESFZE Mimikatz = WebBrowserPassView £ T E, MATES N
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TRBRESAINEERARE IEENEESENES .

(2) FiERSRL: sk S R GHE R R

BEEREMBARGEEOIIETES, G, k& (Fortinet) B XiEH) SSL
VPN AHRKAEHRATELRRRSTHITERRE (RCE) , EEZIDRY
(i

(3) FHARBERBI: Weaxor FKikHIFEHA

Weaxor HEZENRISIEF, FRHRSZEER sqlps.exe (SQL Server TJg
PowerShell $£1&) kilBZ% EDR fyls=,

Plain Text

FRAGH

# Bu G AT B (ERUR)

$s = New-Object IO.MemoryStream(,[Convert]::FromBase64String(" %=

AT B64 NZE..."));
IEX (New-Object IO.StreamReader($s)).ReadToEnd;
# 0B PSRN Shellcode FIPNAF, SEIUL AFHAT

(4) ZHFREDFRA~RBNR

BEEMLAFRNBHEOREAEER, EALYAMN TIINBRMNERE
(anfrkdE. VPN RX. SD-WAN &%) EAERBRAARENZEI K. BEERH
HEER IOENRBEE MEEENARERSNAZRELTRY.

BMEI, U Fortinet (ki) ARKROTRDAFRERABETENERFE
Bir. WEHEFAE SSL VPN AfdhFANTERE (RSN, IMEST R
i#) | TELFEEEERRENELT, BEEZENTEERE (RCE) SUEBiRE
N7 SRR (WAXIKSZL. Session ID) ., —BinRM&<KKE, HdHEE
ZREAMRENBREEN SHRNR, FESEMNERENHEBIHE.
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(=) 2025 FERABPRUSKEKEZFER

£ 2025 FHIMLEMIRE S, BRAARENEB MR SRARRREEETH
s, BT Solar RERFAX EEREUBMEIR . B W BN R — L 17 200 R B0E A9 B
2T, HRNSRESENHAR/RBTEUSHEEF TWHEZHL.

1. FEFBERRYRARTE

2025 £, FNFHEREH LRI T ZEMBAMNBREM KRG, XERKASH
ATNEFLOESER, BMEA RaaS (BFKMRS) 4. BiLE AR
RN A TR, XL XAREBARIEGH B AR RIREITHEN .

AT 75 2025 £F SRV 5 R A9 I 8] 93 7 -

A% ‘ BERRIK
1H Morpheus. GDLockerSec. Linkc

2 H Nightspire, Teamxxx. J. Chaos. Anubis

3 H Crazyhunter, Crypto24. Skira, Vanhelsing, SecpO. Nova.

Devman. Ralord. Arkana

4 B Warlock, C3Rb3R. Bert. Brotherhood. Gunra. Direwolf,
Payoutsking. Silent

5H IMNCrew
6 H Global, Walocker, Securotrop. Kawa4096. Pear. Cephalus

78 Sinobi. Satanlockv2. D4rk4rmy. i#Ehk Mallox. Rebornvc, Backups.
Bgtlock. Hegentlemen

8 H Radar. Desolator. Obscura

98 Lockbit5.0, Lunalock. Yurei, Blackshrantac

10 A Nasirsecurity, Kryptos. Radiant, Tacksas. Nilson. Tengu
11 A LockXX. Kazu. Tridentlocker. Benzona
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Think&Listen

12 A Minteye. Osiris, Ms13089

% 14:2025 A MR i 5K

SN AFEIIENB R REK, Solar BANEREFHEFRFMAHEEIRKH T
BRI SR

2. RMFERFRED T

2.1 TheGentlemen #& K% (2025 FE 8 HHI)

BLRAE: ZARRIABRSHNBRWAKAE, i TE RSP 2 R A5
T TOX MhEINEAERE . HAWORRABIANR B AR BN REHRK

> BRERE MIRAREENABTESE (W FortiGate) KiRSMFIHREILLA
(IABs) 4MLANPR . ZKEESE BYOVD (BAHHZHHE) &L, &R
& IEFY FRZipie N Smay (EDR) #iE .

> Tl SIEVRHESITEHAM, Gitik 28.6% . Itboh, ZARKI KR
MR RIR, SERBEEERERS, SRV EENINIEIRERE .

The Gentlemen's RaaS

Mparaamsy ¥ COTRYAHAUSCTHY ESMAHAL H WHERSMIFELHL REHTICTON o8,

WINDOWS / LINUX / NAS / BSD
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K& 37:TheGentlemen ¥R KR (=

2.2 LockXX #&ERiE (2025 £ 11 BJERK)

o AZUSE: RIHEMNAMULEN, HEPREREIFRERXEEIGEY]
#, XEERSRRETRAEL .

o FAREFE REFHAE Windows RZHH (20 UAC FHAMKFIES]) #HTHERIZ
F, BEE 2025 FRDMOETFSIUERIRT .

K 38:LockXX R KRG

2.3 LockBit 5.0 (2025 £ 9 B X7%5)

o TERET H'mTHEIiTaEREECIE, LockBit iXEEIT 5.0 RAEE HEE
# | ZMRAKEINEZAIFEE Y 500 £k, REBETEN KRR EAENBEK

%,

palif]
= .

o LR RALFEGEHN RaaS RN, BAEMREREK M LI T st
o
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9

[ P U —

] 39:Lockbit5.0 & A5 7 BH

2025 % 9 B, LockBit5.0 k71, 2025 4 9 H%J, LockBit #1Z&HLAE RAMP £
xS, 7E LockBit 4 6 FFE 2RI Lock Bit 5.0, HH&MT@@EmE’WM%Fﬁﬁ
500 %£7t, #r&EHRE RaaS ZEERNMNEZMMBEMMMRHE, (HEAERM
BAHAXA LT (BTC) | mFEETaEERAMBETN A 777 =T, )

: CeroaHA Hawew NN ucnonHAeTca 6 AeT, B 3TOT A€Hb Mbl BhiMyCKaem
aAonroxaaHHoe obHoeneHdune LockBit 5.0

lockbid 7yad.onion

=3 Lock EIiE

Please save the payment link before completing the registration, anly with this link you will be able to continue the registration if you
accidentally clos browser

You may send more than the specified amount, but ot less. If the amount is less than the specified amount, the registration will be
canceled.
ncy mier to pay foe registration o¢ send dirty bitcoins.

Please use a crypt

Please send 0004432 1l BTC (500 USD) 10

n create builds of Windows, ESXi, Linx

16 support via To:

Tox 1D Support
308588940 14£41080A105

>>
If

Kl 40:Lockbit5.0 M
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K 41:Lockbit5.0 ¥R KIS RS

3. ME/ZEHRARMRH

2025 fF, BAN'MEHR ERE"L, “MEHEHREHE, HEMA
DDoS KM% EEBRE MAERARAIIREL,

Phobos Nz 2019-5-1 B4

Makop g 2020-1-1 7

Clop N XA &EHE T EL 2020/3/1 wE
3

Babuk N2 &R X 2020/10/ B
25

Ghost Nz S &EIR T 2021 Bk
¥

RansomHouse N2 S & ETHE T EL 2021/6/1 w55

Everest N2 A& EHRE TR 2021/9/9 wE

Qilin I8 S &ET IR BTN 2022/10/ E]
8

Mallox N A& EIE T AL 2022/11/ Bk
4
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Think&Listen

BRSBTS (2026)

Medusa Locker

Play

Medusa

Akira

8Base

Rhysida

Cactus

Incransom

Hunters International

DragonForce

Rast Gang

RansomHub

Lvt

Eldorado

Tellyouthepass

INER A& AR TN

IR A &EHE TR

IR XA &EHETTER

INZE SRR HT AR

INEE A& AR T

INZE SRR HT AR

INZE A& ETHR TR

AN A &EIETIEL

INZE - &R HT AR

AN A &EIETIEL

ik et

INZE A& ETHRHTER

ik et

INZE A& TR HTER

AN

2022/11/
15

2022/11/
26

2023/1/1
1

2023/4/2
6

2023/5/2
3

2023/6/5

2023/7/2
0

2023/8/9

2023/10/
20

2023/12/
13

2024/2/4

2024/2/1
0

2024/2/2
9

2024/6/6

2024/6/6

ez

A

ez

ez

=A

=157

55

=A

1573

1573

7A




©

/ﬁﬁﬁ ﬂﬁ i ﬂ;gﬁi@m,

Think&Listen

BRSBTS (2026)

BeijingCrypt

Fog

Globelmposter

Sarcoma

888

Weaxor

Rk lockbit3.0

MoneylsTime

FunkSec

DevicData

SecpO

Devman

World Leaks

Kalxat

ks

IR XA &EHETTER

IR XA & &R TR

INZE A& ETHE TR

INEE A& AR T

AN

AN

ik

INZE S &R HTER

ik

ANz S A &E IR T

INZE A& TR HT AR

BRI

ik ek

2024/6/2
6

2024/7/1
6

2024/9/1

2024/10/
9

2024/10/
15

2024/11/
11

2024/11/
12

2024/11/
20

2024/12/
4

2024/12/
4

2025/3/1
4

2025/4/6

2025/5/1
8

2025/5/2
1

ez

ez

=A

ez

=A

755

7

=A

=A
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Dire Wolf INEXFRHIEFE ~ 2025/52 1A
7
Eos hnzs S 2025/5/2 753
8
Sinobi INZE S &I FTER 2025/7/5 75E
Beast AN S & AT HE AR 2025/7/2 e
9
Blacknevas B AR~ 2025/8/6 7EE
Cephalus N2 S & E B T EL 2025/8/2 Bk
6
Lunalock IR S &EHE AR 2025/9/2 7E
Yurei AN S &ETHE TR 2025/9/5 Bk
The Gentlemen N XA &EHETTEL 2025/9/9 &
Radiant N7 A &EFRE T AL 2025/10/ =k
12
LockXX BB 2025/11/ 7E
5
Lock Bit 5.0 INZE A &ETHR TR 2025/12/ 7E
7

158 R H STt

3.1 Makop $1& Kk

Makop BhZRZMH&EFET 2020 FF 1 BHL LXK, & Phobos BIZRHMHR
R —NEMSLT4E . Phobos BRI MHRKE 2018 F# &I, = Dharma (X &
CrySis) MIRKEMN—INETAED K. Makop IR M4REE 2020 FHRI 5 MUk,
ZARFEEHIRE Phobos/Dharma RikfizERILERM. ZHOMEKE

(Affiliate) ZERINIAXIIZEREMY (RDP) FEMRSIREF A, BiFE
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TENEMER, FE 2025 FRIH BZMNRARERSHEATTE. Makop RRELIR
T Phobos ik, #HZMRUNMEBEEMMERERN, BHE 2025 FERRBIREH
RARFHE. FrRIE Core THMSINT .core FREMEFHEMRGEITR, B
T THREENTTAIRAN o Makop REAFTHEIEMEMY (DLS) , {8 Core EFHAY
HRETHAHEIN T IR HEROEL, BrENEHRER, EINMRHE

m .

Makop #7% 7 Phobos K& REIHE, SIEEMA AES-256 N XHERAH

F RSA BPRPSIEBPNNEAR. EENNIEEE TAX GG ZAET—RIR
R [ B R E—Xfiig 2 Phobos/Dharma RikMIrEMEE .

st FHIE Makop EFMEBREMEFMLEN L5 Phobos SEARM, EEE
HUE N THZES T Phobos MBZIESER.

Makop FUEEEAE 2020 F/aHiaEPIRs . MiME s InEEEm I
T, SINTEREIMBRE, FHRaERiBER TRz (40 Exploit, XSS) DIRI7AY
RaaS (B1RHMHEIMRS) TB#TIES . XK Makop KR CHIBATTREE &M
Phobos HRDREHKMIOTTRE, MNIFRBETTT M0 4R,

K 42:Makop % #s A A

43:Makop IR KRR
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3.2 Rast Gang $1 &Kk

Rast Gang & F /5K T 2023 FF 12 f, HIEFHTSERAARE R rast’ /55
HiH Rast FIENHMRFMHSEYE . BRZARENEMERTID ] £ & RILE
FRIR BN AR A, BENTEERXREREMEEL AN EERRAN
BE. ZALNFRERRETEBRRHENBIRRast’, X—ARAFTRERT T HIT
%155 (Rust) BEE, RERWEEAN T EZERMMERERMNIMA. BRETR,
Rast Gang @—MRTEMNHREED, Hiwl BIRREREN 8N THRMNREIE
AR, FIEAEBRMERETT ZNEEBE . SURTRIARNIRER, mEE
Win5fikSa% (40 Web frSas. VPN WX, Bkthil) SREHRNR, BSIZHETF
MEHRUM. Rast Gang RILERSR AV F X1, BEXHHHRAGERFEAR. B
TRIPUERZEFBENDT, JUHALEIRBERREPETEERER.

Rast Gang 7E R #i/EsIF{£F 7 A=5 Phobos F1 Makop 1% R & & & H Bk R HE
5. L0, xxx@xxx.club ZHRsEHb 1 S $E £ IR 7 Phobos 35 F (%0 Faust) #0
Makop ZfffEEEH . Rast Gang Ayt (il 52 ] #E & = Phobos 5 Makop RaaS
(BRERIRS) FEHMESR (Affliate) E AHRIEE SN EHE DM,

FEFRLBRLFRUSHI SR BB BRI RGO RRORRBRRARRBEREONHERUBERBRBORBBRUBHRERREHR BR Y BuR 8

FEFRLFRBAR LT R EAR TN AR BHRRARRH sHEsdHaddy FEAE BEABERERFEHRATHE

Due to a security breach, all files on your computer have been encrypted,

for decryption, send an email to us

Be sure to specify this |D in the header ot the letter

when contacting us:

To decrypt your files, you will need to pay a certain amount in bitcoins. The decryption rate depends on the speed of your ¢d

After payment, you will receive a special tool for decrypting files on your computer

FEIRHIREF RGOSR ISR RGN LIR R AR B AR B RRBRBOR O
As a guarantee, we make a free decryption

FEFREBRAVRGIRR IR EIR GRS B R RO R R BB R R OR BB

44:Rast Gang IR XGRS

3.3 Medusalocker B1& Kk

MedusalLocker KEE KT 2019 £ 9 B3I, MedusalLocker EZEE{H4IE
FREFBIARENZER@ENY (RDP) EERMZEZFEZREHFEMNR, BEELE
ZE 5 S A & MR A s ——E B 8 R B IR &8 F mp i ——1F
AVIENRRIE . Medusalocker W2 EENHIBEHTINE, HESSMEXHNE
IMXHEXRHPETHRBERPNREERE, ZERERIEEORENLSTEa
HHR B R R

MedusaLocker {LlFARIEUSERE]NEEE X MHFDEASREMRIRS (Raas)



™ P

82 & Yt i
Y BT @™ BRI SPI IR (2026)

WAL, AV RaaS HASRMZRUFAANRMEZEER G LHBHRRY
K& Fhffi B /A S . MedusaLocker BRI FINFIHRAERBATIZEHE, WE
NEULE] 55% F| 60% MRS, UREWRRSIBIOFEXAR.

YOUR CORPORATE NETWORK HAS BEEN

COMPROMISED & ENCRYPTED

@ Your files are secured with military-grade encryption (RSA-4096 + ALS-256)

Conact us immadiately for pricing and docryption software

45:Medusalocker #1Z K i # 245

RBHEBTH

EmEAX (TIMZFHR) B9XE: U World Leaks HHRFHIBRAT AR R
RIINEITS, EEHEAENEBIEMERR . XMEIERT EFINEREAR
PR, FIREET T #OAUMENRERE BEETE0VNEESERKS.

o MHNHMNRITE WHBEAHRETE—LRNINE, mMEBTSEENLTS
(3 VMware ESXi) sifFfER% (NAS) | SCEU'—HRER" Bl BuE T O/

46
Be/Jo
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FE HRUAGREFEHRS KRS

AR AR Z] B L BRI G N ESLSE SN DL, Solar HRAE T
—FLFLENSREN. BPOEEIREANADTER, NXELMHBEI 5.
RBEREESFAXBURFABTLEMHET T RERESHIT DT,

KR APERNEIESIRETEXBRBERS, REEHNZEEMLHEA
RBEWEELE, HBEEE. FASTXRIERERGITER. BXRERINTRE
BFREEXEN, EEMNZURABRTHRBENEREREXE . ERRETEIRRE
UESRETYAERAE, ARSERBETHE. PR REgEIE 5N 200K g 1 iR
BRI

(—) RERMAMIEDHBRE

ET Solar FBAX 2025 FEENBHREMGEALZERGINGITOMTTUES,
HRYGTHEEREA2AHEEET. BEDROHMIBOBEHL, SUAXNE, B
NRmyXEELREBEEE 30+ NME. BIEX. EET, EABXE. BTk
REHNLERESN, FEABDLEFRETH—EH —FR—RE—NE—E&" MR
At

MEGEDHRE, TR, E®. Lig. I WERSFDEEOMEETHER T

REMZENEERETXE. HF, Top 5 BHEITHILEKIE 80%, ERMXZES
EeiEX B, 2RHMESEED. B 200 HISRERAL.

2025 MEHRUZEEM D
TOP5& 5 S EEE80%

fRAG: 2.29%
iLA: 3.05%

T 3.05%

Hil: 3.05% ["ZR: 30.53%

b 3.82%
fE: 3.82%

oE: 3.82%

T 3.82%

b= 15.27%
IL#R: 7.63%

mjll: 8.4% £ 11.45%

Kl 46:52 3 AL AT GRIR IS (k- FSE 541D
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Pl 474 ] 8 e I S P78 o 4 &

(Z) RBEHFRESFAXEL®

2025 FRREFRIERFEL/BAHEIEE T BHEBRSHR~SHRABRIEHHN
“BRRX”, HA, Windows Server 2008 (21.8%) 5 Windows Server 2012
(20.38%) &It HIETBIT 42% MZELF, XRABEELEFFHA EOL (EF
1H3P) REGEMRENTRHTERRP . 2R Windows 10 (15.17%) &2 im)
HiERE XK, EBESEHNZE, ESXi. NAS & Linux FXBEMIRIEHIRME
HIMAEZEFREP (§ITH 5.2%) , MrEBREEEMES Wintel Z24E EHlLS
FRERREY K.

Linux (1.15%)
EXSI (1.15%) : _—

NAS (1.73%) Windows 7 (2.87%)

windows Server 2022 (2.87%)

Windows 10 (14.37%)

Windows Server 2019 (10.63%)

Windows 11 (2.87%)

Windows Server 2003 (4.31%)

Windows Server 2016 (14.66%)

Windows Server 2008 (20.69%)

Windows Server 2012 (22.7%)

Kl 4832 MR RS BRIR I (Fk T F sS4
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(Z) REBENEFRITL ST

2025 FRRBE TV ZRRSHEFALIEE T 7 BERE = OESHE. RER
X BRETEEERAMN . Efrfrl (23.97%) MNENLEHRABRRENLS
BERX, AETENSZ—MEELH, XRMBEELNAESENSEENES
VEESMNSHTRESR. FlEL (15.7%) EEHE, BrE TV HENEE
A EmRARSRPOIER". i+, FEEFXAKR (9.09%) 5FTE (8.26%)
e ALt hEREA], TREFEROEARTNEY, ERBAEEAASRAE R
Zin, HEATHRYTHNSIITIEEZA.

®2E 0EERE BT e Xk oET BN o FE eEE il =R e

EEIE (3.68%)
ET (0.73%) S5 (0.74%)

=B (0.73%) EEHAE (10.20%)
EE (15.44%) : FEHEF= (1.475%)
y 3 i (2.94%)

R (2.94%)

FSEERIE (2.94%)

IHEEF (3.68%)

PAEF (1.47%)

{FTEREE (3.68%)
FE (2.21%) &

#iI (5.15%) ' — EZ o

EE (3.68%) T @a2%)

SRS (2.94%) [ .
”f _ 7 (22.79%)

B 49: 32 5MAT ML A RIR . (G F SR 0D
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F=EF BRBGEETHSHEFERST
(—) BERRENARRRSIEHEGI T

1.Qilin 5 DragonForce

1.1 5|5 : MNEARLEZEFEIRRD L

BIER 2024 & 2025 FHMNFZR LY, ERPRUMAKS (RaaS) £520H
TRZNWARGMELE ., XFFFENEARER, MEB-—HIRAUNEEELLE, R
¥ Solar EMERTOMNFEEN, EEFMEINMSEITTNERT, BRRMED
W ARZES, MEEWHBZ BARMEFE. X LockBit HITH/RNTIHES HiE
3, AZSAEIIE DL AP TIEARNEREGHAESZ: ) DragonForce A HRAYRI]
HAENY K E, T Qilin (BiEE) ARKMN'SRABRUBET RN . AZRKR
NBITIX PR AR RARFHE . s R XL ES, hh i —RAN R
A R IR R KA

1.2 DragonForce: BIEBHERN“ T’ 5MiEd 3k

7£J5 LockBit BffX,, DragonForce AR EIMHIRE T EERGTET T RS
B, MEEEKE, BRI G RN R L I K,

2025 F£EMZEE, DragonForce Mt E ¥ 7 HIBFIN, X—2FE7EREM S|
TIZED. FRIEATHRAN[BE RTINS S FSTABIHA THIZR
2, 1 DragonForce 788 71X —17#l. 1BIRExR, 1ZHALUEINE 2k H & Z 500 £
To, X—MER AT FIKTH 10%ER, RAHFEE T WMEILRNZT 4.

BE%E | L85G RaaS HER DragonForce F KR,
Jn B 4 $2,000 — $10, 000 $500
YNGR BRI P s R B9 HahtbiEM (Auto-Reg)
FORSCRE L& K BB BidAL B A s
FIE 2 60% — 75% 80% B FE

R 16 Rz ER

FHRENLEAET BaEMILE (Auto-Reg) "HISIN, BEREENHESR
RATERMBAARSAETRFTE, XFETHXMN, REEZEHRTEERRE
R, FHENR D RBERREENR TR, XM BRI A RS R EELA—
MERBER KAV EEL, ST RIENAERI.
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Goed day,

PGP SIGNED MESSAGE

K so:DragonForce #1&BREWLIZN B

AHRAREE, ATEEXF NEHKA", DragonForce #2fft7 %A LAy BYOVD
(Bring Your Own Vulnerable Driver) AR, W& F A& EEFERENRIZIES
R (40 truesight.sys) Rk ARITE N EMEANSRLNMEY (EDR) RE,
M A F5098 E 175, Ikoh, DragonForce & 2025 £ 3 BEME R A" BRK
HFMEER, AFMEBEREFEAEESARSEID Devman 5 Mamona %E“‘BirmE",
X AR AE 2 T SR IR RO R T HUARI I B — RAENEPITE, FESRIY
7ES TR IR SO B E IR K A9IR B E
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- i
R~ PN
e | N

we Y77 DragonForce

© Ransomware Cartel

DragonForce

51:DragonForce # 2 HATE R IZ /41

1.3 Qilin: ZEERHF|ASHNBROR SN “FATIR TH

5 DragonForce FYE~MIERATZAEAXILL, Qilin (HiEE) BHLREFET —FKK
ERRAN SZBEE S ZARBESRAENTE BTSRRI, FELR
# APT RABEHINTLHEBN, FIEXNERZOEREMRESSEEATE.

Qilin £ RAMP 1#ix FMBERIERIL T M KBS SRATEZE, T
HIEF RN EHE, EARRIEAMNES EE, MY TRIEREMEEERMN
EE, MR TEIL 5000 XXM BARILES XESENXER. XM
HBIRTHABRBRMSNT WKL, TEHIEERITMNEEMX A SEM 0 R G
15%. ERATARL, Qilin FHEMAET Rust EERENSMHEDREE, 3
25X VMware ESXi # Linux REFET TRINERR. £TARBTEESOSE
WBUEIMESRM, —B ESXi BENEKKE, RBWOXHRGMEIEENENLE
I HE RN .
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Think&Listen

52:DragonForce #l12 HLTE R R A TN

EAEAHE Qllin AIFEEMNERERSNW %A, 2025 F9 F, Qilin £HER
FEIANTIRACIF A Call Lawyer” (Fi8RID) IheE. ZERNHRAMRBINE L
EHTHR, MEARTNAMNRELZEIZEZLIRETNENRE, WHRSEN. 7%
H®EEEE (AMUKYC Biifs) SR GDPR pReAttmiEsE. —BRILILE A",
Qilin K|EL WA EIIHERE FEESRREVN (1 FBI. £EEFE) 92K
So XMRIEBESRHVMAE XARE" 5 H Ik &S E ET X R Z a i g,
BERWERNE T ZEBENTSE.

K 53:DragonForce #Z£ 2121 Call Lawyer DifE

1.4 BEMAESIMESLREFE T

XENELIh S fEA7ZE RAMP (Ransom Anon Market Place) iz B T &
ZEIMEMLZ ., BIRETR, Qilin M VEIE R ‘Haise” KEISER Ti%itis, FHi@id it
BRITNER Sk ERREN R, ABREMBFELTEHE Qilin HSHAITHE
REERN, FFS# 43S E DragonForce FIBFIEES . XM SRER R
EREER, RPHRESSEABAHRIER .
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Haise

Active member

105

MNA : 2022/05/29 fE IR - FEX FF9:34

K 54:DragonForce #ZH A% 0 HL

2025 £ 11 AR 4 MAFHELLRTT (HBZ) HURMESM, BX—4ASE
S, Qllin BARBPHIZIBITIFTI T 2.5TB MEREIE, HE T HRSMEN
FRA KYC #H (PR, AFIER) O HIEFUEABRERGRE. 278
T, WEEEAMEART 30 £ 90 X, HEFNBEZETIE#TEEZHIEIEI M
B, REEFETIENEN ESXi FHEELE T INEITE. X—RAETRN, B
ERIEGROUTAVINCE2: N S Uil 1 TR EE PO+ €757, daulib 1137 k=R Dl ¥ g e A8

1.5 BE“ER"LEHHEER

mExf DragonForce B* AR5 Qilin MWAREMBR", FHRNEIMHC
M AL, SRLANMATMERZRA. aRSERN=(—EHEER.

B, SNBSS, BRALRIFN AZEEE, KETEAEER
(TPM) RYSRENASE XM BYOVD I, FEEIETET FIDO2 MTE(HE
(UKey) MUxinEsicEiEER. BN, 2AEHEBIIINBEEEEE
(EASM) , REEE-—HSMAKTEERMER RDP M VPN A,

R, ENERRSNE, SRBMINGE BRI EIUERMERA", &
Mt T BIR R R EREEANI . MTEEOVSEE EXBEBERITEHT
BN, FREMEERERD, WEBEQITERBMAXABREAEESHRNERD.

Ra, BEYETRMERNESNAUNEREER., BENY RAMP BIRFIOAY)
(%0 Haise) B9FFERIEN. HATINA AN FIINRER DIETE RS BHRER
i, SR T IXKIAHEN AR N INE RIS, WM& R &E IR ES SE
FRHFFIERER.

2.%F LockBit XREERIFFEKIHT

2.1 FHEIERZ: MN“.abcd”EI§ELIE RaaS Bk

LockBit AR LA EE—ABHMEILTHAITREBB WA HIRB L . ZBRK
BT 2019 £ 9 BX"abcdBHMERKMING, i EAER, BEHELOEAD
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BREIH T KB TEEREENFLE G, WIFREREITR}, MERL T RE
AR PRIFEIRS” (RaasS) BUEN U ERRTITERRMARIBAAR
(AR MARBENER, MERENANR. BENELIEINSSHEIRA
BRI (Affiliates) FIPREREE. XiH 20/80 MAED HERX (WLEE
20%, FTFE 80%) RAMHE T EIKRWEHEAHZ .

55:LockBit )2 KRN %

BT 2021 FZE 2022 4, FEZ LockBit 2.0 (Red) 1 3.0 (Black) f9&%, i%
YBIRSKET B, MARRAERA F3IAT “StealBit' TR HALERTR, =
FEZE LR T EFREESL: MR T RERSIT, BRBEHRARKECD
RKRILA Bug, MILEEFARBE, MNEZELXTHEEN'BEARS ER, KBS
FEE M REMER —CRREHE NERNER. BREGER Z4A440&S
Fi5E “LockBitSupp” A B R UMW EAARFHE—— A ERUEREEIR . JREF
WRARBRSEH R (FFRABOSS”) | A—AEXE—MENEMNSZHRIRE
Tox & EABHEDB. Af, XMFEURATENTELNEGTER, HARE
ERAEETRACSBLEENLAHELIIE, NUEANKER KNS H

(MMEZ 777 Etbsm) MIRBE A,

BAEH | R EERRE
MaRA 2019 PIB AR abed™f R4

Lockbit 2021 SIN“StealBit " BRI, Bzl HREEEIE RER,
2.0 MFRERE, 3t Linux E4, 5312 VMware ESXi iR
%8%, K707 Linux-ESXi Locker 1.0 kA,

Lockbit 2022 AEZER A beta WIX/FT 6 B TEES, TBHER
3.0 BiEEREET.
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IRAZFR | HEHEH FEFREL

Lockbit- 2024 WHSEER]AE 2024 4F 2 AFTH Lockbit fRES22RY, £IMi%
&2ty BATGTBEFEME, FEHNET ERRS, 5247
) C 1 C+H+RIZESA[E,; Lockbit 7 2024 £ 12 B
T 7 4.0 fRA, 1TXITF 2025 F 2 BRT.

SuperBla 2025 20253 B, MARESHRARIBET —FEL
ck SuperBlack fIHTSIZEE A, %8 Lockbit 3.0 (thFR
Lockbit Black) A&, 1ZZFMBER T Lockbit fiEFR

N, ERTESER, FRNT ARXEUEHEESE. b

#FRH LockBit 4.0,

% 17:LockBit #2R KRR AT AR

2.2 HAREKE: N C++ B NET BRIEERSRIBRERL

LockBit Z Fr IXBEKEATHE, XBETHERARNEEREER S TARNNIE K
RNo BREESL, MNEHT7THRNSE: FHNNTERET C/IC+ HE, EX
WMBINERE, mET 2025 F£LXHAY LockBit 4.0 (JRFR SuperBlack) , #:@
BAA T WL E] MR, BREBESEEE NET ER, FsIANTERNR
REMRDFENS . A TENEWRIRE, M5 VMware ESXi FEHIMEFE
BHF KT Linux RRARINIESES (LockBit Linux-ESXi Locker) | iXEBREM{IsEET
— X5 SRR A VRO RSRER.

EBESESE (Kill Chain) £, LockBit RIL T “£imiEF A HSHE. BIRE®, M
2024 fFJKE) 2025 F9], fAIMMEMRRBEF AT Fortinet B AIEHAIANESIT IR
B (CVE-2024-55591, CVE-2025-24472) {EA¥NME5R8E 0, B4 Windows
Confluence HYIEAURIE (CVE-2023-22527) SRARAMN., —BHANRS, h{1EHE%
iE AR ELAL” (LOLBAS) 5kE&, %M PowerShell, PsExec &% THE, K&
Cobalt Strike #1 Mimikatz #7#EBMMEIETR. A7 HEFA L, MsES
EBUEMzRER Windows Defender, BB w5 XM HIs1ER" (BYOVD) A
5fTRIK EDR #78, HERZFTET /tmp/lockbit.log &t FE X . XfEE
Tk, BsEMBERE, FERMESRATENKERA, thaefEs LockBit Ay
THIEMS K EBEIR

2.3 Hi¥BEI&: Cronos frahEMSE“‘HEA”

2024 £ 2 B#y“Cronos f7&1"2 LockBit frizhyikiTm, {EXFIEE LIRS
REH, ME—HRHOKRUACELK. ZE NCA, E£E FBl SZEBEYIMNNE
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T LockBit RIREMIMEEN =, EFREARRBMZEZZFNET NEBUEMN T 185
LockBit F{ RIEBEEITR . FUENMEERFEENBETERBRTHESKH IP it
FPIRIEFR, XM REEINEEGHT Raas RABMNEFNEREEESR.

K 56:LockBit #1128 2 I i I itk 5 i i

EABGHN—TkENERSHHIIERE. 2024 &£ 5 B, EESAHERF
TABPANTERE M P XU T A9 “LockBitSupp” EL & 8 31 FIEBTETAT EHER
Dmitry Khoroshev, 1EiRADEZFERD THEEHNLABEE. BRATEMURMA
R EEBRANMRKEF LS (Tkaner LLC) , BAEXRIM, XMATBNHEHBH
R'EARFZ VPN BEFRGaMEE 7T EXKH IP (80.xx.xx.194) , X—HHH
B BEANMNEILRETIRE], LockBit IO ANABRE, EETTREEZM AN
FEEHIEETHBRAN, XERAERRMBRAFFHEDRMEEE.

2.4 #&JF: 2025 FHRFMHES“EFULEZENHEME

WRYL Cronos f7ai@sMA, FBA 2025 F 5 BRAMNAEBEIE KNI
SRR, WEETA PHP R ANITIRE (CVE-2024-4577) —NRIA9E,
XIEE LockBit MMM T FER—IA T LockBit ERE/FMEMRE. XXHMFER
HIEEZ K. BREZSHMAR: B&7E 62400 MrtiFmaatit. 75 B
PR AP B RN ERD, MURET 4,400 FIFEMNBRIKFICE.

XU EMRICRIBTT LockBit FMMEES. CRER, FEHIBBEY
EERTEANE P ESESMHRERAD, LockBit RUNBESRATATET
fe. ENSEE (RETEA) XHBRSERATEREHIENRE, LockBit 1iE
BEARERAMBI AL RERE SRR, SR EEADE WEERS 0
FHERRIELECHSHEEX R FRE, S LockBit KSR 2025
EMRAR. MAH LockBit BREX ERHT 40 HiA, EXFLERI—AXR
ERpHEE. SR, TAKNNEFAR, KREEMAEHE RansomHub
YRS
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RERMMER A Weaxor B1&E M (Mallox ZHEZFH)

3.1 PITHHE

Weaxor #IIAAZME R Mallox (TargetCompany) AI&HT mh#E 2 R
A, BATHEXT Mallox % Microsoft SQL Server (MSSQL) gy ifes:, B#&
BAREHTTERAR. SAOHELET:

1. BIANFEIER: BRTERNFENHE, T A React2Shell (CVE-2025-

55182) imiRIKELAIIATAEIAN .

2. MEFRIGENE: £ Cobalt Strike Beacon fEA9ia)E e, 4 A
sqlps.exe (SQL Server By PowerShell TH) #&RE%H
powershell.exe MITBREMA, MAMIRS T HAEZEINEPHIFERES.

3.2 JREBAMT

4

1L HAINMBEENEMESHE—EIE. BiERiE. ARSENE. 5xZiENL
FEZiE,

2. HERERITASMHEEER,

3. BBRADEMERABZT

4. BIRERMMBEEEA B, (B2 rox ARV EERAL £ XA T 0x38 4>
FRRMEYE, E8 7T mallox M E ZAERL

Alg 1t = 8;
if ( sub_7FF7C7120150() && (unsigned __ int8)BCryptGenRandom_@(&hAlgorithm, pbBuffer, @x38u, v7) )
{

57:5yEAH A A
5. EEEZAIER, X url fREABMEL, mallox url Z07:

SQL
http://193.106.xxx.xxx/QWEwgdsvsft/ap.php

weaxor url 0T~ :

SQL
http://193.143.xxx.xxx/Ujdu8jjooue/biweax.php

AEzZ4k
1. weaxor K Xf XA EiF*ITERE,
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¥/ Think&Listen

2.

3.

KX RAR, mallox SRECA TR AR X, RIREIE 5 A F S
RREASIR, MBI AIIRE X, M weaxor MBI —PERIIFRK
(2P

Weaxor 1 2 7R a N miEIiL, M Mallox I)%%H .

3.3 AR DT
331 BHE5EE

KIKIER: Weaxor 2 Mallox RIEMERER. Mallox B 2021 FE5HEEK MK,
&L REH (Fargo, Tohnichi, Xollam) , Weaxor 2 ENXMEHHEEHE5LE
SR DR,

EYEN BEEXNRMENXHESR (FEWNE .rox, IPHIERIE

% .weax) , HESIIETIH Mallox $5E (0¥ & .mallox) A9BERZSFHEHIFN
.

3.3.2 BHHEAMT

FEEE[E (Initial Access)

EGEEE: $IXAMRERN MSSQL (TCP 1433) #HiTHR W H#E.

FHEERIZ  (L@FHR) - FIE React2Shell (CVE-2025-55182) iR, X2—4
FETHEYE Web Y HERFNTEZERBEHITRE HGETELEZEER

S EPITH S,

HEIFE ST (Payload Delivery)

Seqrite B BRFHFIEH T EIEARNAIEHMER (Multi-stage) 4FE:
B BEANRSBRNEEREHAIESHE ((bat) ,

FETHE: AR RE I TT PowerShell BIA,

s IETE A sqlps.exe kiz{T PowerShell 454, 3T sqlps.exe
B E A RNEEZHSBIXH (LoLBin) , BBEEHETEWAEN ATEHR
2, XeEBFMSAIH S EDR pyKEE,

FE =B E%: ;¥\ Cobalt Strike Beacon Shellcode Z|HFEH.,

REREL: Beacon #E# C2 fRES#F (WREFIREA 193.143.1.139) |, TF
HHITHAER Weaxor IR GFREF.

B8 (Defense Evasion)

AMSI Bypass: MIAFEESEHENRIEFE, BATEHREHH
AmsiScanBuffer %, MMZEA Windows BIRERHMEFAEZED (AMSI)
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® WENT FBERHEBAENFHREM, BOBEEHIM.

® RFWIR: Weaxor EBUFMRMNEMRRGH XY ER"MOFHER, Bk
EERAERIRENBLERPIHMELRE.

4.Phobos 5 8Base BIZEHMHARMNESTELTSERXR

4.1 ¥4 8Base 5 Phobos IESLXKER
KHIbISE, Z2WSHIREE 8Base 2 Phobos MR IRA. BLREEEHUE{TH)
BREAX HRATRE T X—R:

o MEXZEMIA: 8Base HIEM M RaaS H4r, m=—M¥H Phobos #%&
AR EER R B LHLR (Affiliate Group)

o {5 Affiliate 2803”: %X, 8Base REK/FHZEH Phobos
RaaS £SRFHHATHRSH "Affiliate 2803",

o [EEM: HHS #HARiREI5H, 8Base HEMNE R HH T AR LZE Phobos
v2.9.1 fA, R#FTORBEN, NESHREMER LHTT mEEH
(0 .8base) .

4.2 ARERPESESEN

4.2.1 Phobos: RaaS F&I24tng

® ZjE (2019) : Phobos #4F Dharma/CrySis #1ZE{4tx ik, FERIT RaaS
BRIEE.

o TWHEM: 5LFTFAREMWIER (Big Game Hunting) EZHZRAR[E, Phobos
TETHNEMSIT (SMB) | EIFMBENY, KEENLHE R,

o EERME: UEHER (WEs5ER Evgenii Ptitsyn) fIRALERRMG. 4
FREZRERRESEBENIZ FES, FRMEHLIMED K.

4.2.2 8Base: Ikt E FBA

o RAH] (2023) . 8Base ZAKFIEBME 2022 &F, B 2023 &£ 56 BR
RIEL, LRFSEREKRERI.

o ZERE:

> mbEfe: 8Base B 7T HEIEMEEMYL (Leak Site) , #HE M MARER
R, REEXEFHOPEL MBI KRALNER.

> EARER: NAEBRETERULHNEENAE FREEGEATHHEIVE
WikiE (RENEEIRE) .
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> B F A Phobos EEAMEMIZM, 8Base # 1T T MEIAHKE, FE
SRV ARS . HEMESRITL.

IEEARETTah 5¥TH AR (2024-2025)

bX XS4 "Operation Phobos Aetor" BYEIRREX & 1TaNE 5T 1Z MBS K T
.

0

Federal Police

A A BN A OB N N B N BN N S N N N N S N N B B E N N N N BN
THIS HIDDEN SITE HAS BEEN SEIZED
This hidden site and the criminal content have

been seized by the rian State Criminal
Police Office on be! of the Office of the

Public Prosecutor General in Bamberg

K 58:0peration Phobos Aetor = 5]

4.3.1 %O N RER
® 38Base Mi%E (EFEHHE) -

o Roman Berezhnoy (33 %) #1 Egor Nikolaevich Glebov (39 %) : ®WH&
BEHAREZTEL S BHEA.

o 382 DOJ IEIEXFAILLE 8Base ("Affiliate 2803") MILFFREEH . ]
FIA Phobos #4#1% 7 £kt 1000 43K, 3KFE 1600 AETT,

® Phobos EIER (fEEEMHE) :
o Evgenii Ptitsyn (42 %) : Phobos RaaS &Mt EERATF 2024 4 6
BESEWMH, FF 11 B3IEEXE. tmAENTEE HiERE: 8Base 17T %
HEEWR .

4.3.2 B

o RE[BEH: NTEIRBMM 27 EXBIRSHHEEH .

® MyhiEE: 8Base HIREMEIEMEENLERKEEEMAFTMHEEERRF (LKA)
; = J-JF%J:TM/%"M?EEI’JE |:le
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o H4AFKE. Europol BECEERERNBELH, HIEEZMIEEZREEIE.

4.4 HFEARERD>H (TTPS)

#Z4& HHS B9 4IRS, 8Base (Affiliate 2803) 7E{EF Phobos B % R4SF/EIN
T~
4.4.1 3835 (Initial Access)

® Smokeloader: X2 8Base X3|THfh Phobos KfEHRAKEEWRFE, WIS
#{# A SmokeLoader £ A INERZ KIEN R .

® RDP RAOWMM: 74T Phobos/Dharma fy1E%:. FIHEEOSHAMFME 3389
ﬁﬁJﬁDo

o NI MWERMAZHUZXHESKL.

4.4.2 B ITE5HAKL

® RGHF NITIRERESHEREFEIA (vssadmin), ZAREE (bededit),

o AL KEERMHEEHE %APPDATA% S EaiX {3k, FHESUEMER Run #
fH.

443 BBRE#ME

o BERE AREBNHEE,, BFIERIEEEY qTox 3y Email (0
onionmail.org) #H{T AT IKH,

o WEHR: HEMFRITEREE FHEMAMEMLE EAF FIZMNLE %S
) .
45 ZEWMH SR m
bR F7Eh2$TH RaaS £5M—NRHEG, BARFTETEET (Phobos
Admin) | ERAER T REKNFEAS (8Base Leaders)

o GHA®Sm: [E% Berezhnoy 1 Glebov By E Al EREZ, SBase MR
SEENE SRR . £ RN VS RNGTER T ERBRNSEFR T,

o KHF=:

> RDP {BE2%AEN: 8Base MIRLINFEXRIER, fE5##/) RDP 550 SCHIFMRAREIR
b A B R AER o

> KEALRMMMEL. 8Base IEMATHEHABTINE L RaaS FEAGEWZA
mhg. RREFTETIREMOTXLE BRI EEBL” (Power Affiliates)

> ERFRAEEA: Bk, K. T (3. &) NKEHEREA, MEILRDTH
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BENEIEERD

5. —EEREMNRIzR” S TITBEF E

RMNERTSHEREREL, 2 BLROBE. FRPESRERILRE,
ZRTREBEREPNAE. RMNBEREO A 16 HE 9 A 25 HMERHIR, TR
T X BRI ETIE .

51 BRIAOEEE: HELBENSERE

IE# LockBit ZR R 4E4KAH Tor [M%% (REKM) ERHETRERY, BAEAETRE
HR%E . MARMFNASIEARE LockBit RigHh BN, X EESEBHHER .
EESIRNERFAMBTREHNAT:

RfjEm: 2025 9 A 16 H 17:34 RFERQXEELEHRMME. EHIEN
2, BHEXEANESX, BRGTEE T —AXELLFIT EEXELEHIA
T HHEIE S .

GaoE- Qaonsmy Spax- dap §oesss (5o [ goms

wilal - [ESE RN IR

RECOFESERER

R EFRE SRS

| e RERSE TR

it
KFOA. PLM, ERPESIENG, SULEESHITEN, FARDNAD e Hoa i FERERRAT

59: R FOE M SCEUMIELE, IR E SR IE TS

Solar AR\ 47

1. BAERE: MTEEXHRBEREEAMBRSE, WEAKRETNEE, X
e NEERESMESMOIEEE,

2. BEABREE: ASFEAPXEB, £ERSWERIMNRBEETREFERIR, WMET
RN AR ERA{KIFE LockBit MK AEER.

3. ERmRE: BNEBXEABERER G IP, XA A x-originating-ip 1§
XFE, EAcockli E—MEERMIBERSE, EEMELPRBTREIRA
HFARNES IP it (%F X-Originating-IP XM FE)
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FRoecaivesd from mail ¢ock Il (unsnciwn (3% == g )
by sontp gy 183, com {Hrnad ) with ESMTR id 104445734
Jor =i Ml B com co; Tue: 10 Sep 2026 17.34:04 +0800 (GMT+08:00)
Corent Type rrii brdary=" AV W AU OREBEK Ko T
Dol -Sigramture: v=1_ a=rsa-shadss; corelaxed fmmple: d=cock ; s=mai;
1=1TER016207. b= W Py e e R
n=Dste T Fron: sm,a:t From,

o " s (el i 0 W My™ T Ay e a"s
e g e
-‘ﬁﬁﬂ'-m-‘ | =l -.:r"i - e
B 0T TETLLE Y, YR IS
b ey e s ] ow el m——y =
-

Messape-ID; <1 B e R SDCOC I
Daba. Tuis, 1632[!203512 S3al U:i[lD
WIME Versian 10 FEHIX-Onginating- 1P
User-figert: Mozila Thunderbied
Conlent-Language: en-LiS
To © UM Wfing com O g com, S L. fag com,
AP comen
From: 4k <lpigmlbidal e ock -
Subjact: =IUTF-SAEMLCIEE. ML -
E-HM-TH: D emams e mwiSiod!
E-HM - Type: 1
Receied SPE pans [spiCheck: doman of cock i desionaes 37 #8008 permatied sender]) clent p=37 | W0 o anusiope from=5 9 ® ) fEcock §; helo=mal cock k;

P 60: 1143k C x-originating-ip 7B

ERMNSFEMTIIBEHREFELEE. BRBRFTEZH2ILL APT #EH,
AMREX, EEKRABRARGREE. EE=KF1: SHEN. SRBM. 5
BREME

52 WHmEE: REWACHNRETA

RfjElm: 20259 20H -9 R 25 H HAATE (G/AF)

ITANE, E%E?ﬁ
TS, BREBERE., RENEEBAFTE WL HNREEE,

ata has recent backups on machnes in a dfferert Bcanon, <€ &

1Y

2NERRRGENUR RS
mER.

s B
2

SRGHE

W v T

‘ > CNY 100000 Final Discountad Price

W01 0000EAR
R
o mom e 110
HE, BRNEUT, W
O, give me test fle tnx [The test the & attached.and send o i-‘g». NETRER L.
your Bt acdress pay 14000050 = all 105 thel 32 ARERSLMT IR,
SHGAR Ef 14000R% = KA 10,
BTC [ — -
‘3-: RDqrstrressisste wGMBza ‘ WD BTCAIPSDArsssessserseseaseras WGM62848
e " ﬁa;g. :;je:t 1 received the decrypson program within
24/
::ﬁ':fm':?:::: 24 hours after payment, pleass croate & chat charnol
BEHARRNKLNLS ., on Ter 10 file a complant. We wil handie it.Tor Brawses
ToNEBEEEAT SROWE): firk for chat with us. )
It/ Nocky* +essssssessens 3ahyd, it/ fackbtsssssessssssees Sohvelovion
VB e 2
") wes, enm
okMTMleaucl-a:\xcmd Thm!m <« BN NREnEemL.

hash:540a136¢* *T29e6020871 e s
PRGLH BN SAbIG 72005029871 10

Bl 6N FEIRRENM, RREIMER", RERT CREMER" WIBNER
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5.3 FNMIREESEFHTR

RflE]m: 20254 9 A 22 B 09:12 REFRR/TRELS, HHNEFEEZRS
ZHAERER. XMFAREERR T EARAAKEWOE, LRERREXE—
REF=HEF.

HZI9 R 25H, REAXBTREBE, BFT7THFNMNERE “BEAT RNKE
AFNER. BIMMEBEADZFHERN, EROMRETHEALNIZ,. 7

TR AN 21 A R

XEERNEHARELMNHARE &
WERFLRTOEN . SEGSES m > We sent the decryption program to the intermediary
HRRMNESEHRERE, withinhowrs of receiving payment. The intermediary onty
28 Informed me today that they haven't recewed the decryption
program.
How much ad they charge you? Which company is t? If
possible,please send me the contract for review,
TR
HOQR T RES R RN D 70 ME]
LS RESRARESREN . »»» How much did they charsge you? Which company Is it? it
2K possible, please send me the contract for review.
am0m 9 R
RORAB=FUEGN T ZLAFLRON <L
FRITEEOE
HAARARRONOEANTNEERF

BET, RRVTHRERARLE2E

NaN. PRERLDZARAIRNG ﬁ > You didn't answer our questions, but it doesn’t matter

BENEETHENIERS, . & anymore. | fouund the cootract between you and the
agency. That agency has crossed us before, costing us
several clients.

Fl o2 REBRPNAAELMIETA (RTEFHRERERE, PBRE) LERE'R
Kz R EIMIELE X 2 5A

TATNEN: REZMURMEAHER, ARELRERER. BIRES
B, BERETEANMERSZ, BEELER), RFRESIEPNERENSETAH#HT
TRYER, XEREETEMNUA: BREXGEERESXENITA, LHEA
MXMELEENHA AN, TERRAEFITA.

HAEAEHFA ERUERFINLERLR, FIETNL:

https://mp.weixin.qg.com/s/VS5RefkuLwmCxla7-6D7kw

54 REHFEER: MEROHBTER

BAFNERBEMRR, BFEEW 77 Solar FBAFI A MistTrack (18F)
dashboard.misttrack.io %4 RIBERY &, MNP EMILSMMUHT T RETES
. ERSAEE.
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5.4.1 YEXR 5

RIBEZEEHRR, HEMREPNAST 30 AXART, MERIMBLH LEERH
ASIREIKICR, 17 9 B 20 He Rtk T4y 0.1315BTC(10 ATAR
MREFER. REKHF). TNBET WK

mAEENEaEl:  beclqy28si3sndu7vwwavhamh04ce28mxxxxxx

BREWNE: 3IJP5D4XyzQcZB43QdegCzKGvoawxxxxx

bclqy28...pwujag7

P 63:MistTrack T~ & S BT eIt la B, BAIE 1 5% < A TR) AT ) B8 2 il

BEERTHREAN BTC MRKBREHILE, HENFFNELREE, FiE
AFrst T b
5.4.2 HRAMRZ ZHE

B R R EHU A R, BNAWXFENB. 12U EERE—FR
(BE2025F 12 ) , RERWKRERAEHEKX,

o FHEH: i 700 £

o FELMIE: ZREitstdl 84.4759 BTC (4456096559 st AR)
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64: TP BB AN IR BE RS IE R (B2 38D

65: FF AR AL Mk ) A AT 2 R A

LEME
B4 A759LE4Th L9 TF
56,096,559.2986 A&

—~ BTC . CMNY
® er v 844759 = @@ _ v 56096559 2984

BB 2025-12-04 1105 WENEEE
Kl 66: 4% AR IHE, ke TR e S AL 5600 1+ ARID

BIRERNEME: XX NH—Pskettit, —FRsPRT 700 4%
EEF EFTRTANES. BREFHAM 30 ATEHTAAE, FHa=EAEE
10 AKkitHE (BE£*3) , FNATELFEIMIL L2, XKELUERERERRM
WEMZEREE, NE T RAMRE = LB ER. RECVAEXWEH/RIER
BERBEFERR, BT ATHEKTE.
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MEFNASDEMIBALER (PHASMET 10 Ax) EFEEMR, BT—
WEE, FAEIXSME TEHEMEIEERNETAR, TXKREEFANRIE

BMNE—REANEY, RECWVRSHERTSRRS, LEHENET, AR
HET =K R B XX XUBRAT MY, REMNEEECEHBE, KX
EFET TN EMNREMR, 24 /MHREE RERNSEETANOAEAR, iE
NFEBRANKEEIE, FM7T 30 ATHEM. BMNREXIMENEZMLES

Beefn REFBIKELME TRFERNMBE, MMNRAREXENEARERELIE,

AR ERERBRAFARESEN, WNXFEALSTAZRARLRESITERS
BElE%, BT REFAKILESTHRERA VSV T MEERASELL
By, ERWAESSELEWIERENT, ATABHERLS? WRM1TEH
AT, NEXATABRE NEFERJ[EAUKEFERTEE, &
FAKGIIME, RMNRFRevnzE sk BNEITENEZERRENESTEE
PR, EREREFMERZTH R,

5.4.3 $kiENL: B—itiEH 90 BTC

REFEZEFFRENER, TN PHMEFOX D RBEREMUHT T 2EREHF
B, HITRERT, AR FRNKS, M2 —MCHPERANE S T EKD.

o R&MM (Total Sent) : #HE 2026 # 1 A, LI RITRHAEEX
90.6319BTC,

o MEHHE: EIXZFREMMIPULERMLE, ZPNMUBIX—MEREIHS LI
RENAERARSIL 800 kT (WHEARF 5800 AT) .

® FTHIMAKR: #EICERER ZMUETE—FANRIBRREEFESHTE, §—
ERENELLETER, TN NE—RKBABENSL.
5.44 ZFEREE: M 5800 FEF 1.7 M2

WRBMNERARRPERM “300% RFFEER” (A fHEFFAWK 30 77, K
BE 10 73, &ENE 300%) , XA EHIETFENERILARERRE:

BAERIR/HHER WM (EED

HA SR A B ESCIE Gt 90. 63 BTC) ¥ 58, 000, 000
PARIREH  |  ETAE 3% ¥ 174, 000, 000
WRE R | B H — Sk ¥ 116, 000, 000

Solar RE ST

MIEHR.  RXZ—PRN AT — B, ARE-—FZNNEE, RETF
TEWE 1.7 LT ARTHSEAS. BRIHYEREW M 10-30 Akt
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B, ZitERPENERZ SRV ITELE 500-1000 K

RMRBRER: FNAIVEXETAOBERARNERT, MHZEENER

FEEAXIR, NEGESEBEFNEDTS, BAFEMSYS EFRET 1.16 /27T /9

FFE, XMELIZHRE, EESBARFRTEE. KHABRENRARRE.
RBLE HSAEMRKZE, X 5800 A WEtEFMHREABEFNZF, BEEAL

BrHRA T RNRFAMKN AR, XERERARTHABETLE. WX 0day
miE. TTRBRFSHER, stmxE RS L= ERIIANIEE.

187 LB E

55 BHAEN: FEERFR

EFRIANKH LR, BEWRE, BMNEEAFAKNE, FEZBIRIEM:
http://RNEHEN . com BRREIFA], TMREBBLLE, Solar RANR FBAL TR
W E RN R Z R AIFEAR svchost . exe #4177 W54,

B ERABHNES SIS, BNFIAZFARLER EZF A LockBit 3.0 5
BMESRAE NEREM ., WEEEE AR LockBit 5.0 UFELM, EHKAMT
RETHAELSM.

(Z) BEHEEMRES AR FHE

1. #%OEMEE (BRERE)
1.1TOR (F&BEd) [REMEMIKE]

BRRMETSHER. Lﬂéﬂiﬁk?tﬁﬁ’]qﬂ%*ﬁf HITZRMIRESH, BRI
TENES IPAYEMNE. EEREREMMERES (Leak Site) M BEXMATTE A
E—¥a, & ??ﬁlﬂ)ﬁ’ﬂ’ﬁLXLLiﬁEﬁ’I‘El_ETHER%%ﬂZLFﬁéTﬁ
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\‘
”
”

777 DragonForce

67:Tor i WXtk 55 il f5

2. FpR@IT AR (SKEHs3)
2.1 TOX

LHPHRRANEELIR, ETP2P (sXR) RY, THRRSE=, FEWX
RARERFIHEIHINE . FRBEERE, BUERIILERT XK ERPKICRHHE
IS, HIRMBRT IKSHEBRINEGE.

B T - MsCyddbsbuny

MsCuddiebiing L1t :: =
kg o e 4] =
AdgCuddlsbur  ah albghn 2030
awn i~ work nhex o e credll cand 2m
E:Lf"r,l el it nd e wnod  OFy, iy Caug i on That? Busmmin Prixil
Wiy dor'l you just uss your own omdt cord? They offer 22
Lgeines Lok frinp #Bhe e and ams only 730 a manth
g -
Wil A laen cragad O 2232
. Han Andm MsCuddiabant - becsuss i resly don't need ii... iPs moss of o | weni & A
= ooy & seame coal knd of Thing
i B i H b
E At atine ) | Py come meroes 3 nead Tor i 2237
N T M et one ot
' Bt for Ix3z
- rah e by
anaa i'w good for e ning. Setiing un your own sk ver 3332
and siuffa
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2.2 Session

HERANEIE@INGY, 5 Signal RE, EABEFHSHEBFEM ((REA
Session ID) |, FFFEEREMEZHIER, NEEFEATTEIE (Metadata) |, iLbiE
FRELERTBREHEOITREENHZT AN,

N 4
Session Headquarters
3 rewbors Connor
what'sthe ETAonthe b 200 pm
mockup?
to stay private onne these

Your Session
begins here...
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2.3 Telegram (TG)

FREMMNBNS RTEE. BT BTHRIBRKH, HEBEBAREQRTHAE
“SE (Channel)” 1 “HlaRA (Bot)” TNgE, AFERTMEIE. X HXEEBREN
XiB% RaaS EMA (T%k) .

4 ‘Weekend Plans

5 e S
# Unigram News &
Great news everyone!

Jane 3
Well | do help animals. Maybe I'll have.,, &

Tyrion Lannister 1812 .

Sometimes possession is an abstract co... @

t Are you sure it's safe hera?
Alena Shy 1800 "
¥ Sticker Yes, sure, don't worry. (=27

@
er bl 0 Hallo alle zusammenl! Is the NSA reading this? &
hariks, Telegram helps me a lot. You have.
15:3 e 3
."
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3. THMEZME (ERKE)

3.1Proton Mail

MFEETHIMNZBERFEE L, RN IRAERIP, RS[|EXAZTMRG0EIEE
1 (EEERABLEZEEMRHRAS) . EEIMEEFINSEEEERY, FHIE
ERTREE—HPREIIEATHEE S

Now messagd

Avad

Aaran due | EFF ez o WelCcome Long.heinrich

Halp hack the future of inter et lresdom

e first 1T
£ Inbox

Yigu have 27 unread conversations in your inbox
Aaron Jue | EFF Bugust Btn, 2022 7

in Defanse of Digial Froedam

oy Proton Newsletter Muigust 2o, 2022 F_9
Hahing the scenas of the New Proton and w... &
s Chrigtion Romero | Eloctr_ July 12ih, 2022 ‘ : b
= Tﬂlﬁglﬂﬂfﬂg o tha Internet, But TR r
" Happy Birthaay to EFF1 .
Aaron Jue | EFF Jly B1h, 2022 £

Import messagEs
o 1 Far Ehe lowe of B wild web
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3.2 OnionMail
T3 TOR MR ITHIERFE . THFMAGEERTEIE, ZEn@Eid PGP A4 B

MEER . e iHREBE VMAT ETHR EMS AN ML, FREEER
MIAE 2 2RI R EE B BB M 2 SRR

(D agpicatars Pacen Syweere gu i 8 I (BRS¢ motnaumm @
- safndicctitigpa pgctn? anios - Claws ) 304 ~Jalis
B 2 Yew Moyt Bok Coslgwalen hey
] g @ . @ 2. 8 _ @ "
Tt Ml Copese  PFugly N Seer Towed Twh naxt
Toder @ B @ visHnea o Cute - san
™2 Ml — el wa eA  WeSe»
MR OO N
ot o v 3
oo 0o 0 9
& Cveoe (SR
s o 0 2
B D vber Lanms e o0y Dnem O maced Lty SO0
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3.3 Tuta (J& Tutanota)

MTEENINZIFERS . 5 Proton £, ©XEA4MNERT. EXKMESH
TiRElRINg. RiRERHEBERNIKAEM, EHERALREH Proton Mail # £ 5
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FHE—&ETR (Bitk) .

'ituta Q. Search emails e e | @B Emails

MAX.MUSTERMANNBTUTA.COM

O Alice 108 Alice
&a Int Your data, your rules 4 &
Alic
to
Bo Green Home Solutions 1ot
Re: outsourcing materials &
Py Quirowg ; Your data, your rules [}
Rob Brown 06
'/ [ Re: Feedback talk & Hey Max!
8 Arc Rob Brown oase Welcome to the encrypted side!
ANC Conference Japan 2025 &
M so
Here are a few reasons | chose Tuta
Green Home Solutions yesterday
YOUR F rs Solar installation quote &
[% End-to-end encrypted mailbox, calendar and contacts
L4 Alice pesterday
- Request for deadline extension & [¥ Tutais open source
-k
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3.4 Cyberfear.com

TETRERMA/NRRS . FRFBHIVEY, IFRFDIAITH. RRE
EEMEIRREK (4 BlackCat %) HBk, FT WLk ER1HAR 55 A KUz 91,

CYBERFEAR COM

Ora P log

@ €130 End Emal Encrypton

18 Mo ore con nsod you emake - nereven us
@ M Proesen

€ Offhore Servers Location

& Aorgros pogment retods

o NO YT, o phone verficotons
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3.5 Cock.li

BEEBERCRREZ NBAZERE. AFEREMN, FURIFENRE
(Bulletproof) . RipEM—KK, EBRIEEZKIBELESEAERNONERE, #
FEMBHENSRRME AR PIRAEL.
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i)
\i‘r cock. 1i -~ yeah it's mail with cocks

Homa | Contact | New GPG ey | Unblock SUTP | Change Passwend | Begisser

COCkN IS your 20-16 S0lUTIon for PIOfessIonal &-mall AcAmEses. Y0u Wil NEWr make 3 DETOT firGt IMPFSsion Than tha §-Malls you §nd feom cur servers. Maks sure
0 ask them 1o check their spam |

This putiic o-mall host has been mostly aihe sinco 2063 and its small team of digital couriers waeks to keop the mal flowing. You wi nover be aknd to verify
persanal infotmation here bee we we buime aryone shoakd have Acoss 10 e-cnsl withoul requiring 10 conesct it 16 the growing survslance state, Our work
here & In service to this idea.

Lotsof services are foe because they feast an your pevsonal data for peotit or control Cockti is free becasse the last thing we wank 10 do 5 bulld 2 servios warth
paying for

User count: 1M+

How can | trust you?

You an't. Cock M doesn't read or scan emal coment @ any way, but it's passibie for any e mall peovider to resd your e-mak, 50 you i just have 10 take our
word Ko & No encrypted e-mail” prodder s preversting this: aven 4 they wocrypt incoming mail before sioring it, the provider still rosives the s-mail in ghaintest
first, meaning you're anty protected i you assume no cae was reading or copying the & mad 25 it came in. When possible, you should use X508 or GPG with you
il corresgondents to encrypt your message content sad prevent it from ever being handied in pliintest 0n ow servers. You sheuld albso downioad and delete
your mal from our servers regulaety, which alone is almast a5 good as encrypting your mail.

Server Info
madl.cock ll — INAP. POP
wmpp.cock i xNPP
Hidden Services

onlon — HITP (wivacock §)

k omlon  IMAP, POP, XMFP

Site Log | Warrant Canary | Transparency | Terms of Service | Privacy Pulicy | Besort Absae
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3.6 Firemail.cc

FRTEMRNE., —RMRgAMmit, REANERTANSERAE, WHES
A e RERIRBIR BN ZRER

4. ERAHBE (hRE2E)
4.1 Gmail / Outlook / iCloud

BRXJLRMBARFEEHEFE, ERTERRAEH. BEBTHERBAKS
ﬁiﬁ%ﬁ&%oﬁﬁﬁﬂﬁﬁ%ﬁ%Mm SEX (High Reputation) , #{REIFRMEP
R FELVAIRIMREBEMX (SEG)  HEMAZEERMHA.

O Ciogaizs

Y st © ek o 4 Swiry
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o ntex n e Mo Wie i o 5
o Mot -Care Y
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Deeant et

FOROANQ up 08 the 205043 we had This afemoon with The Mark 2 team. Whes we're laok "
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oy 1 he ste Baing aagped for CORE has Sgnheant ANAS Hermpersiune swe mappag oty

A e pescaned b dkceent Dy w e
B o or PO 02 T s 3 o
cotenter muonce ™ Conctryction Operations 9
" TN t s £ compensate ke
& Reliability
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WiE 2025 £ 6 A 7 H 23:16 73/ Winscp MR AR S St Tm iR iE T M
SIEREXHHPEIRHEEZEET 172.16.xxx.xxx FER K IP

JUAD-
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Wi 2025 £ 6 A 8 H 0:53 F3h putty #ITZEERE T NRIEECE X HEE
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Kl 89:Urii # A 8 T H it

90: putty <> 1E AL B A

WHBZEERE Esxi IR R IIZIBFHITIC K 172.16.xxx.xxx F 2025 F 6 A 8 H
0:45 B REF 172.16.0xx.xxx (esxi fRE-88)

Kl 91: ssh i#EHILF

W& F 2025 £ 6 B 8 H 1:25 $1#74& A “encrypter-linux-esxi-x64.run” { £ R4k
5
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92: NN g ATIC 3%

172.16.xxx.xxx F 2025 £ 6 H 8 H 0:46 B X &5 172.16.xxXX.Xxx (esxi jR&
#5)

93: ssh L I05%

W& TF 2025 £ 6 B 8 H 1:32 $1#74& A “encrypter-linux-esxi-x64.run” { £ R4k
%

K 94: hn=s 2s AT id sk
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172.16.xxx.xxX F 2025 £ 6 H 8 H 0:46 B X &3 172.16.xxXX.Xxx (esxi fR
#5)

95: ssh L 105%

W& T 2025 4 6 A 8 B 1:31 $ 174 A “encrypter-linux-esxi-x64.run” Y Eh ZZ %X
#

K 96: N gsaTic %

172.16.xxx.Xxx F 2025 £ 6 B 8 H 0:51 B X EF 172.16.xxx.xxx (esxi [R5
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97: ssh ZEHL 0 5%

W& T 2025 4 6 B 8 H 1:32 #1178 A “encrypter-linux-esxi-x64.run" i £ & ik

98: NN AT IC

172.16.xxx.xxx (IFHESM188) T 2025 F 6 A 8 H 0:51 5XEX
172.16.xxx.xxx (esxi fJR%=8)

K] 99: ssh iEHL LR
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W& T 2025 4 6 A 8 B 1:32 #1174 A “encrypter-linux-esxi-x64.run” iy E1 Z 4%
(s

100: I #sATIC 5

172.16.xxx.xxx (BHEZYIEE) T 20254F 6 B 8 H 0:47 HXREX
172.16.xxx.xxx (esxi fJR%=8)

K&l 101: ssh &L 5%

W& T 2025 £ 6 B 8 H 1:32 $1#74& A “encrypter-linux-esxi-x64.run” {1 R4k
%
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102: N #sHATIC TR

172.16.xxx.xxx (K5 E%188) F 20254 6 5 8 H 0:48 HABEF
172.16.xxx.xxx (esxi fR5%z%)

103: ssh IEFIL 5

W& T 2025 £ 6 B 8 H 1:32 #1174 A “encrypter-linux-esxi-x64.run" gy & &
52
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92.60.XXX. XXX - - [31/Jul/2025:15:54:49 +0800] "GET
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/RAPAgent .XGI?CMD=GETApplication&AppID=APP000000O6&Language=EN&Use
r= admin&PWD=202cb9xxxxxxxxxxb07152d234b70&AuthType=0&Computer=SZ-
10 8&Finger=A22789EF5&IP= HTTP/1.1" 200 -

92.60.XXX.XXX - - [31/Jul/2025:15:56:06 +0800] "GET

/RAPAgent .XGI?CMD=GETApplication&AppID=APPO000O0O1&Language=EN&Use
r=
admin&PWD=202cb962ac59XXXXXXXXXXxXx2d234b70&AuthType=0&Computer=SZ-
10 8&Finger=A22789EF5&IP= HTTP/1.1" 200 1661
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RiE

171.105.xxx.xxx - - [17/Apr/2025:04:55:32 +0800] "GET

/RAPAgent .XGI?CMD=GETApplication&AppID=APPO0000RO1&Language=ZH -
CN&Us er=admin&PWD=3349XXXXXXXXXX3673fe3f5&AuthType=0&Computer=WI
N-1TLIMBOFIT6&Finger=A45A2E5E3&IP= HTTP/1.1" 200 53

171.105.xxx.xxx - - [17/Apr/2025:04:55:33 +0800] "GET
/RAPAgent .XGI ?CMD=GETApplication&AppID=APPO0000OO1&Language=7H-
CN&Us

er=admin&PWD=a66F877XXXXXXXXXXfafl1l66fb243a&AuthType=0&Computer=WI
N-1TLIMBOFIT6&Finger=A45A2E5E3&IP= HTTP/1.1" 200 53
171.105.xxx.XxXX - - [17/Apr/2025:04:55:33 +0800]

"GET/RAPAgent .XGI?CMD=GETApplication&AppID=APP00000OO1&Language=ZH
-CN&Us
er=admin&PWD=e40f01afXXXXXXXXXX7ced5bca532&AuthType=0&Computer=WI
N-1TLIMBOFIT6&Finger=A45A2E5E3&IP= HTTP/1.1" 200 53

171.105.xxx.XXX - - [17/Apr/2025:04:59:00 +0800] "GET
/RAPAgent .XGI ?CMD=GETApplication&AppID=APPO00000O1&L anguage=ZH-
CN&Us

er=admin&PWD=21232FXXXXXXXXXX3894a0e4a801fc3&AuthType=0&Computer=W
I N-1TLIMBOFIT6&Finger=A45A2E5E3&IP= HTTP/1.1" 200 53

171.105.xxx.XxXX - - [17/Apr/2025:04:59:01 +0800] "GET
/RAPAgent .XGI ?CMD=GETApplication&AppID=APPO00000O1&Language=ZH-
CN&Us

er=admin&PWD=c4ca423XXXXXXXXXX09a6f75849b&AuthType=0&Computer=WI
N-1TLIMBOFIT6&Finger=A45A2E5E3&IP= HTTP/1.1" 200 53

171.105.xxx.XXX - - [17/Apr/2025:04:59:01 +0800] "GET
/RAPAgent .XGI ?CMD=GETApplication&AppID=APPO00000O1&L anguage=ZH-
CN&Us

er=admin&PWD=202cb962acXXXXXXXXXX07152d234b70&AuthType=0&Computer=
WI N-1TLIMBOFIT6&Finger=A45A2E5E3&IP= HTTP/1.1" 200 -
171.105.xxx.XXX - - [17/Apr/2025:04:59:01 +0800] "GET
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/RAPAgent .XGI?CMD=GETApplication&AppID=APP000000O1&Language=7H-
CN&Us
er=admin&PWD=827ccbBeeXXXXXXXXXX6891f84e7b&AuthType=0&Computer=WI
N-1TLIMBOFIT6&Finger=A45A2E5E3&IP= HTTP/1.1" 200 53
171.105.xxx.xxx - - [17/Apr/2025:04:59:01 +0800] "GET

/RAPAgent .XGI?CMD=GETApplication&AppID=APPO00000O1&Language=7ZH-
CN&Us
er=admin&PWD=e10adc39XXXXXXXXXX201f883e&AuthType=0&Computer=WI N-
1TLIMBOFIT6&Finger=A45A2E5E3&IP= HTTP/1.1" 200 53

O.EN AEMMAEMEEERFINEMTEE IP B RIExIFEE, L IP116.11.XXX.XXX
F 2025/06/13 17:44:16 {FF admin/123 HIHEF,
202ch962acX XXXXXXXXX07152d234b70 3 md5 MMZBEER, iZ IP HiLE5T

HFEMII, FHE5 171.105xx.xxx BUERS, BAERN IP SES%F

116.11.xxx.xxX - - [13/Jun/2025:17:44:16 +0800] "GET / HTTP/1.1"
200 9427

116.11.xxX. XXX - - [13/Jun/2025:17:45:38 +0800] "GET

/RAPAgent .XGI?CMD=GetClientExeVer HTTP/1.1" 200 35
116.11.xxX. XXX - - [13/Jun/2025:17:45:38 +0800] "GET

/RAPAgent .XGI?CMD=GETApplication&AppID=APPO0000RO1&Language=ZH -
CN&User=admin&PWD=a66F87 7XXXXXXXXXXfaf1l66fb243a&AuthType=0&Compute
r=WI N-1TLIMBOFIT6&Finger=A45A2E5E3&IP= HTTP/1.1" 200 53

116.11.xxx. XXX - - [13/Jun/2025:17:45:41 +0800] "GET
/RAPAgent .XGI ?CMD=GETApplication&AppID=APPO00000O1&L anguage=7H-
CN&Us

er=admin&PWD=21232F297XXXXXXXXXX4a801fc3&AuthType=0&Computer=WI N-
1TLIMBOFIT6&Finger=A45A2E5E3&IP= HTTP/1.1" 200 53

116.11.xxx.XxX - - [13/Jun/2025:17:45:49 +0800] "GET
/RAPAgent .XGI ?CMD=GETApplication&AppID=APPO00000O1&L anguage=ZH-
CN&Us

er=admin&PWD=c4ca423XXXXXXXXXX6175849b&AuthType=0&Computer=WI N-
1TLIMBOFIT6&Finger=A45A2E5E3&IP= HTTP/1.1" 200 53

116.11.xxx.XXX - - [13/Jun/2025:17:45:58 +0800] "GET
/RAPAgent .XGI ?CMD=GETApplication&AppID=APPO00000O1&Language=ZH-
CN&Us

er=admin&PWD=c20ad4d7XXXXXXXXXXbff6710&AuthType=0&Computer=WI N-
1TLIMBOFIT6&Finger=A45A2E5E3&IP= HTTP/1.1" 200 53

116.11.xxx.XXX - - [13/Jun/2025:17:46:05 +0800] "GET
/RAPAgent .XGI ?CMD=GETApplication&AppID=APPO00000O1&L anguage=ZH-
CN&Us

er=admin&PWD=202cb962acXXXXXXXXXX07152d234b70&AuthType=0&Computer=
WI N-1TLIMBOFIT6&Finger=A45A2E5E3&IP= HTTP/1.1" 200 -
116.11.xxx.XXX - - [13/Jun/2025:17:46:19 +0800] "GET
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/RAPAgent .XGI?CMD=GETApplication&AppID=APP000000O1&Language=7ZH-
CN&Us er=admin&PWD=81dcIXXXXXXXXXXed@55&AuthType=0&Computer=WI N-
1TLIMBOFIT6&Finger=A45A2E5E3&IP= HTTP/1.1" 200 53

116.11.xxx.XXX - - [13/Jun/2025:17:46:21 +0800] "GET

/RAPAgent .XGI?CMD=GETApplication&AppID=APPO00000O1&Language=ZH-
CN&Us
er=admin&PWD=827ccbBeeXXXXXXXXXX1f84e7b&AuthType=0&Computer=WI N-
1TLIMBOFIT6&Finger=A45A2E5E3&IP= HTTP/1.1" 200 53

116.11.xxxX.XXX - - [13/Jun/2025:17:46:44 +0800] "GET

/RAPAgent .XGI?CMD=GETApplication&AppID=APPO00000O1&Language=ZH-
CN&Us er=admin&PWD=e10adc3949bXXXXXXXXXX3e&AuthType=0&Computer=WI
N-1TLIMBOFIT6&Finger=A45A2E5E3&IP= HTTP/1.1" 200 53

10.ENVHA BB EEEHREINEMTLEE IP BRICKIEE, TE IP125.76.XXX.XXX
F 2025/07/27 18:16:20 £/ admin/123 FINERE.
202ch962acX XXXXXXXXX07152d234b70 4 md5 MBELER, % IP iR IS

74, —XREEIYI, BAER IP BERXE

125.76.XXX. XXX - - [27/Jul/2025:18:16:20 +0800] "GET

/RAPAgent .XGI ?CMD=GETApplication&AppID=APPO0000OO1&Language=7H-
CN&Us
er=admin&PWD=202cb962acXXXXXXXXXX07152d234b70&AuthType=0&Computer=
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® 0
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Teach me some hacking How do you plan
tricks s digital helst?
& @ whatisthis tool? | R\
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BRI T iEE (Affiliates) BIEAERK. Nova MEFIFRA, Al EWLBREEMLA
BLRSEER”, ATHEEEFMMNIERESES.

B2 Nova: Al BRI FRUSISFMNEEES

AOHS . 2024 SR, UOMENLEL (15%) mwirma st NSRS THE
L] ;é:ﬁ(’m‘aﬁb ﬂFJ&A:t%%g‘:l!:lmﬁ AGEHT R AT
BARIsT }
> Nova FERTERIEME, e mnummmnrr
IRKSSTEREE: S A SUNSRIGR 7 QAR RRMESERS AR AN

Ralord@Novadi BREFES

Al RERE Raas OMEE HHEPEGEN “Sun BERE

K 202:A1 BXA] T A8 23 (08 B




A A&
Y EIT @w - B S D RS (2026)

AFSHENEN: FE Al BRREN“SHEEZE”

BB BRI E, I PromptLock ARFM R M 3.0° EEEERL
GRRFSHNEE. BT ESET #IkFEAR NYU 95 E#&, PromptlLock fJE
WH T ERIDERBENESLEN, HMXA Go BEHRSMN Al EERES. 14
REZETHIARAAREBEZNREL (40 gpt-oss:20b) |, BIZHR R RTIEIEN

(Prompting) - K& - BERAE (Self-Correction) "{&EK, ERFEPFIFER
Lua BEHAEX., #HEEBEER, Promptlock RERKBMNIFRERMEE RRKREE
5. ERRBHEER (MRGEE. FENE) BEREHRIT Encrypt (INF) .
Exfiltrate ($5BX) &R Destroy ($85%) 1k, H8EFIH <success><feedback>
FENHEHNEERTEENRIL, XM ETRHES (Runtime Polymorphism) 4%
MERESAREERNEFESKREEMYTHERE, FEETHSFTENTR
RAESIELFZEERY, HREEDRBEHIERFN T AT AT HFRR.

1—[ RITHIBERBE ]4—{ BRaH ]

WEGEE AR

[ TR \il‘iﬁ!lﬁ}iéﬂl/\}

B s R
ferie g

BEAARE

[ B } [‘*’“‘;“ﬁmm} [Wﬁﬁﬁﬁﬁ#mﬁ]

IBBRIFERER

Kl 203:Al AR RN




A N # &
@?’Wf YRR S R (2026)

(Z) MN*BRARPREE“EIRUELAFR"
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2024-2025 B, SIRERWMAAREAR T IRAR 17.3 2%
($17.3B), ARMEREHERERE 504 £/, BLVHEEEELE,
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25850 FRUY KkEBEAERE

2025 FHHRAESEUWHTIH Z W HFE, R T Tams 5 5% e
HEFHNEE:
2.1 K¥E“ERAL T 3k (Mass Market)

Il DragonForce ARFRMALZBITIREFEMEN M, R T7IEHMNER
1
o MBENMERERMK: Z4H RaaS (B1ERERIARS) MEBIHEBEEAE $2,000 - $10,000
=z i8], T DragonForce ¥ EHPPEZE{XFE $500,
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Rust iIEEHEMN AHAHNTHE, EEEERAARBERRSERE SBREE
ﬁt J\—I—EE EI g&tﬂ'
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2.2 Bi“JHER"4£Z (Elite Tier)
X Qilin ARFMINZEAHRNERZETHAREAIEEL:

o FEEMIE: ZBRTARHNNERRGEENS, TETHNSMMEBRN KER
(Big Game Hunting) .

o EBHNEMHEEB: RAMP4u EXSHHREAE R~PEGNEA, RESHAN
AT BEEME LR DA, KT R TENRERLZ.

20254 BAE: BRAUSEHRBERL
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3.1 MR B BN

2025 FHHBEHRIKACABRERBEEEIRNE, MK EE SRV DI
TR
« Qilin gy "Call Lawyer" #l#l: KNEFBERHERFENTEZEZERRS, B
@2 EELFTEIEMESEIRN GDPR 5 SEC 4%, FIEAWHEHAERESX
£+
o KEW=R—@EH: TERE, RiT 2025 FHMBEH T RENRE. B EIK.
REREHNER, WEEF AL EELAT. WEHmAMEEZIRAERL, W27
BEEH. FE. SENREANNRGEHENRL"ESRIRE,

MRS AT SIRHISINEIEL
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3.2 fTvEE@EY ROl 2%
WHEMEEEREN R L ERE (ROI)

o SRTUMNER: 2ASRTUVABRRRG SR MNHEE= (7T%) |, ETHIE
W (18%) Fim#FARN (17%) , EHEHRBESPAEZIA $5,000,000+, iriH
fhtTdb .
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FURSHH: SBRORBEROITE

W7 ) S B B Fa%H Q3 2025
2024-2025 f3 4kt
VAL s
™

N IORE ARG 4
R 1 5
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o8 $5.000 500 k-
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.4 $1.200000
L $200 M0

EuEe
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(Z) TRETMEZEBHRNEENE

7 2024 E 2025 FEMERENHEBREY, — M RESBEMHNEHIEENRH
. TinZ#ZE (Encryption-Less Ransomware) MR ZERE

RGBSR T INE X RBARTL &, B X S MR ER®
. A, BECWVEIEREMER (Backup & Recovery) (IR E, BAMMNE
WHRNERZE T, EXX—FHEE, WEEEE 7TRESANHEEE. TK
BMESEZRAMEIRE, TFTHEHM (Data Exfiltration) SEEFAEE.
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BT
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International IER{E1E T FAEE T XHMBENINGESN, HEHRA World Leaks, X
—EMIREEZARIEMT T REMNERRMAE (Ransomware) Fhgc, IR

M EHRE R LA,
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‘ New
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Payment
Payuuts
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209:Hunters International 7<T-1% 30 H 45 38 1 75 AH

2B EHWM: EaaS 5“BILIRF”

World Leaks FIHIRENX T “$1EBIPRSE” (Extortion-as-a-Service, EaaS)
irkE. 5451 RaaS (Ransomware-as-a-Service) A<[E, EaaS XA ~HIEH
nEss, MeETFTERENRE 5T
c HEafkiRIIEA: World Leaks AHER R (Affiliates) RS EBs1LAIEL
BRIRTA. WHELTFEZSRENSERE, REHBLARMTEHNAEIFHRE
RREE

o BFES: NEHESHREEAAGER $rightarrow$ BV . MRZEEIE
Yt WSEIEG W EIE R T7E World Leaks #439E9 Tor MG . XFHRATERED
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3. ARMEANIYL: KINE LRI LAEZE

World Leaks M Ff1% (No Encryption) FHIERAENR, MEETNEESHKARN
EIRTE:

© BRRERAMENE: @i ERENNZ/MEEZAEERRFTREERNEARM
X, BRZERERER (MZFH Hve BERER) HXEATIWH. BFNE,
BREHR T X —HRIER

o HEEESITE: MILTESRRGIUAM (nE) | SanBURTTIRAERLERE
EEXEUABIRMESH M RATEINEERS, RE—ERE LRERTHE
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1. 2R RWEEHNALERRE

HRBERERNBRE—PIN"EXER. bVVERE IEHRIE. FRIFG IR
W, SEEERRERRE, URBABUILILRIFBEIEAAER.

B VIRBUTIRERRE (SOP) #H1T#1E:

K 211 R BN AL B SOP i fE

RESBRREREL:
1 PEEEREE (LK)

o EifE: URAMRRBRRBEIVMMLEG (WERE) SEXRIVMAEEEBED
ACL FEETHMZREE (BERE) .

o B FEEEXARSHREE. SRR GURENTTIRBREZHIR
T, XNESBHEAMEIEZR, BEXTDRREERE AVER WG, ERTJEE
SEEUR RN

2. EEHE (EiR)

o Eiff RERBEAMEMZOET (M. &NRSEE. ERPIYSHIE
) ERHIREXMHERIBRE WERLLA.

3. BHREP (BUE)

o e XNEERE. MEBEXHEHEAR. REHE (EventLog) . Web HE
(IISINginx/Apache) #T&MDRF.

o TR #EHMEM Solar BUXETAHTRTFSHERERN.
4. FIAAN (LE)
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o M BETURE2MNEANMRNAN. VINEEM LN BE TR SHERRN
HE, Me#EiB T RER.

2. tWREERREERMIIEIN

£txf Weaxor, Qilin F5EFIA N-day R SRR HITHGHNRR,
AV AT Y ORBEE R

1. S EEBMEEZETE (Attack Surface Reduction)
o RN FFEAERFI
o ¥5HE:
2544 RDP (3389) . SMB (445) | #dEFim O (1433/3306) Hiz
BEENM,

WEILEEIERN, Midu@Eid VPN 5 E24] 5, HEFHAR $EEX
INIE (MFA)

HEFHRIEVSLFNZREESRME (20 AnyDesk, TeamViewer,
mE%X) , BHIEEMARGENEITRIE.,

2. BM“AUHEECHERILE
o RN &M EYRVIFMN&E—ENZ.

o IBME: FEHEIMIT “3-2-1"EMKEE (i 3 MEUE, A 2 MARNER,
0 1 HBEL/FRHLER) .

o ER! ¥REM (W DragonForce) FERMARGTALEN RS (Veeam/
BHENAS) . Fit, VERENSLEERSNTERZLIRREAIME— K.

3. B MEHEPEE (Micro-segmentation)

o HEiE BOLEX (WM. HR) SHAM (OA) | BEAMEAX#T
VLAN [&HE.

o HA: PEMTEIZRI{FFIA Cobalt Strike = PsExec #RMAEETESN, B
Lt —&HE, EMER,

4. mEEETEAPEE

o 1BME: BUASEK, HXNSERS (WAA UBINC, £k, ZH OA.
Exchange BR{FARS) B3z 7x24 /NEImREEUYLE, BERE AT FEHN
24 INHAZAMIXSEE.

3. MREMLEFTHNME SHiFHERE
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PREMFVDETEFLERRENLHEL ., WHEERBIEEEFRET (Webshell/i
RWS) , E#T TRIMER.
1. EMEIrEE

o BHEEXFESHRKS (HE. AEER. HIEE SA/Root) HIHHD,
BRFBLHE RO ER (12N E, BAKRKNE. BFEBHERFH) .

2. TRBERZERED

o EHEAWBERBEL Webshell, EZIT|ESE (Scheduled Tasks) . WMI
FAMHAR 7 E MR BN,

3 A TRIES RIS
o EAWHAO (41 Weaxor AR ERP i) | FTEXIT, %07
SEIN Ty 1R

(2) ERMARFNREFPER
2025 %, S ALBIPRELE (40 StopDvu KK RAEER, TEEY

BRI S5 BB 15
1L MARERREERAIREW

L BRENESK EEXH (WRA. BX. IEXH) NEHRLEZZSE
MEE, FNTEREFDMFASNEESBEMNEE,

2. RGEHRHUEH REF Windows RHEXRSREATRIFTRA, FEENEH
g, BHEMRFRIE.

3 KSR BEAMEGHREER —ERNERT, BNRATNEERER
SHEW, FRTEFRFNRIMGH OTP ~HRil.

2. B EMTTARSEEL
L EBER SR

o KRB Solar FBAEMAI, RESHRRMRL UL TAEM
(Keygen) "Bfg#hT £ THUAEHE.

o B EHBMNETTRETHRME, FEETREAHMN .exe 5 .bat X
o

2. BEHNERHtSERRE
o R WEEBWERRE BN HH XEHHEEER (Macro)
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Office X EHE.
o EW FERFITHFEAEMALHR I, Ofice HiFhBIALAE S A

3. EBHRNKERNLEREE

1. MEDETN: —BRIAXHRREENSISEHLERE, AR L S#TIT
Wi-Fi, BilbimSIneg £ 2 X 4@ s MEERa R ANEE.

2. PENBEBE HNDPARFNSREKMS (40 Stop RIEKMAELZ ID hRAK) |
XS RRGRE R RHRRRRE.

3. FRTAHHEL:
o REHIMEXMHHNHRE.

o ihnErRBANEEME (20 No More Ransom) EFifESHERHMBE L
H,

o MFREBRSMMELE BUEHTVERREVMHETREEEESET
EE

(2) 4demERRB: ETHRENTFERIKE

REFETENZERHL, BUEIHNTNEEEERD, AXBNEE S
M TIR. St 2 BRREMRE, BIURH 45 X Bsli 2T TUnE, &
AN BB HEIURS . BRI, RATRERRBIEF. BN, NZEMEL—
FREPLERENEF[HIESR, BRMESEH HROMPGRA,

Y 5-8 ANEZFE N, RAEGWTHETE, BEMERMNSHEBFRNR
BiTAkiE. ZWEE EDR (el S5mA) MNDR (MENSmE) TR,
B tytEmFs). SIETREFRHIEN RN, X—NHALEHTLNE
%. Wi NsE N AERE .

3+ Q4 FIERIE], Healthcare F1 Financial Services {7 12 7] 30 X 25
SR LR, 81 7x24 /i SOCES. XBRAFFMENRIE. NAMWN TR
F. FEVERASFRBEENTRE BERNINENRETRESESIMNREE,

~To

ENEEADLZIP
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Bit% 2025 FEESMEXEESE MO

1. EcuacorrienteS.A. B1&ZEH

2025 £ 11 A 25 H“TheGentlemen”$) % 4H 2 7 AZ W /A FF & f“EcuacorrienteS.A.”
NT)H#RER . Ecuacorriente SAZRMPATEME REL—HKABT WA, K
NF 1999 £, BENZA SR XX AW EEKNE R F A5, ZBEEE XX BRER
NEF XX £ BEERREEER/A S EIEE Ecuacorriente S.A. & %] Corriente
Resources InC.IEA—RH WAS AW ARIES, TENEHET EHR. FLME
FizE 2010 £, XX WV EEEAEI 2] 6.8 {22t inE kK Corriente Resources Inc.
2% Ecuacorriente S.A.3¥F 2012 £ 5/ /R % /RBUFEZE Mirador §8% #9 30 £ X
aRE, EEAAZEENKRETIVHETIE. &4 liFDJEILRé?/J\ AREENEZEYF
B. BIZEHBA 2025 F 12 A 20 H, TheGentlemen $1RALE LA FFFTE HEAIEL
B, HiTota, XEHEISRAVHNRLRREFTE. ﬂ%?ﬁ?]‘l TR GH
FE. KBEMREREAET UKEXKSEBEREE L.

EcuaCorriente 5.A.

Ecuacorriente S.A.

https://ecsa.com.ec https://www.emis.com/php/c
ompany-profile/EC/Ecuacorriente_SA en_395041
3.html https://www.dnb.com/business-directory/
company-profiles.ecuacorriente_sa.ef@8874bdfb3
77fb12cd904184c889bc.html . Revenue - $1.11 bi
llion USD. Ecuacorriente S.A is a mining compa
ny. It is operated by China Railway Constructi
on Copper Crown Investment Co., Ltd. The compa
ny is involved in mining and has created over
2,400 direct jobs for the local area, as well
as over 10,080 indirect jobs. Ecuacorriente S.
A has a mineral processing capacity of 20 mill
ion tons per year and operates the Mirador Cop
per Mine, with an annual production of 354,008
tonnes of copper concentrate and 96,8006 tons o
f copper. The company is also engaged in envir
onmental governance and ecological recovery wo
rk.
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K 212 RHEAZELHER

HH

2. Ingram Micro (¥iE) $H&E=EMH

2025 F 7 B, £ERABEFEARTHEEF. WE 100 524>\ Ingram Micro (3%iB) #
SRR EBTE. Ingram Micro EAEEESRERBARNFEAERELETNE
ZRHETE, RUVSEGESHHREINAERTPE, N2 IT HEEEN7TE2E
2, WHEAET 2025 F7 A 3 H, EM4KL4/E, Ingram Micro Tz 47 81 Al
Il EFE “Xvantage” MR ZFITEEFE “Impulse” ERHESELLRS,
P B R AN IBME R H—FT 8. ERRETREESEEEKIEE—ERRE
N FZBTIT R, RN RIGFTIEEES 5215,

INGRAMMICRO.COM

K 213 RHENAZEEER

3. Asahi Group Holdings (EiH&H) #1&xEH

2025 F 9 B, HAKRBEEMV. £EERIHER Asahi Group Holdings (35H
@) #ilE Qllin IR MGWEH. ZEFHNEVERRERLFETZEER T HEY
me, #oSAEFGEAEEIBE TN, IET 2025 F£9 B 29 BHAIN, MEHRIAER
mEAHEAEBRERNNZERORSE. P SEENXETENAME R ER RS
FXHRS R, TEEATITELE. RBAEREFITVEENIVESRSE, FRR
GWMBELTEEREFER. ABLESHRRGE—TYT HEL] =HRSE (0T W
%), AHKEAXRTHNEEREE. Z0EREEENKEY SNEN, HSEEs
DEFEEEETT. WREIEXME. E4EE, HoLSRERNSAATLTRL
B, WrRENNEEFETHER W, BATER, BT h-aEmH EHIM
BRMHENRE, BRR SHE AR B RN LR AEE T,
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¢ Back ASAHI GROUP HOLDINGS, LTD.

ASAHI GROUP

Asahi
GROUP

disruption in the company’s operations. Immedia
ccompany stopped their work, a total of 30 enterp:
affected. Analysts have estimated that if the com,

// IMAGES

Q14 RHAZEEER

4. Jaguar Land Rover (#E39F&E, JLR) $hHREHEHF

2025 9 A 1 H, EESZEHER Jaguar Land Rover (3#98E, JLR) HE
HEB-ETENEREENH, ZBHNEVEREF=SEMABRREREAZME, F
SIRHEBFEXENXE. FHEAXEIMA Y EFIZE, thxWRE~LsREd
FEET IMERE

WHSH IR U TERE. k. PEXOMENSLE~EMEEELE>, ZX
Bl =& FILiETT, RITEWEAEIEARN CAD/IPLM RETiATAR, ZE™E1T
ERITREERGTATELRES., IRETVSERBEIRN#N (Just-In-Time) 12
ANMFIE, JLR £=rhEnLRE R KE F RN, R\, S8 Eadl
HRNEZELFREIAERK. ABIEXBENES YRR S EMZEH—DH
i, REBNMBEERRMESA 15 ZEENEHIERER, MREERARES W
BT,

LZEMARARINA, REX LR MEGHERE—PHRAR[ALE, mEHEZD
SEEREIMT AR E—EREE LR, BIRPBERIZEETRA “Scattered
Lapsus$ Hunters”,

ZABBINASUTILEE FMEMARFEXREBIESNIFE:

* Scattered Spider: MR TEIRHINK, EBIEIELE (Vishing) | SIM £
HFFNARBRISWNRKS, HEEZ LR FNEET S LB

« Lapsus$: DISBEKESIE. TIEHERENEZER SNZRAEBRLWSEHEA

38
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+ ShinyHunters: KEMNERNREREGRNEIEEZ 7A5), BRI IR
SR ABEFHERS.

hETTA:
MBIHEREMEERENEERE, FREMTARENRAR. BRETREEER
FEHBRSTIHE . WEFBIHZERNNBEESATFRRBD NBREEE
TEIEEAR, W AREHEISEEF bV iEE.

215 RANAZEEER

5. DaVitalnc. 31&E4

2025 F£4 B, ZEKRE'SIIFERSIEMR DaVita Inc. #EH#E Interlock 1%
BT 57X 510 GB #(#8. DaVita ZAXEzEBid 2600 FEHFFIL, K 20 &A
ZAKRPERBEFRUKIEITAT, HISEESEETFXEM.

WiHRET 20255 4 B 12 H. $RHRMHNEZET Davita HONEBMBRE, S
BEFERICX (EHR) | BEHIDARERZEMURLREGEERELEEEFH. £
FEAT A EESM S ERKE, REATANEELMBBENR ., DaVita
BRI EaINALERRE, BERFURHMATREERRKGTESME. REXRUE
TTIRGS R, BEEEEXIRERLN, SFTEAREDE. XRERNERTR
UK BEEEHEZR,

216: R ZEEHER
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6. NISSAN CAPITAL $1&EH

2025 F 11 B 23 H, Qilin $RARAERMEEMETLEAHRER, BFREEM
Nissan Capital ZiEUAEMNENEE. Nissan Capital 2EHAHZREERE TS FE
BREAE), TEARFRERFEREMERESFEME. HEREXEMBRAR &
BARZNMEINTHARLYS.

RE Qilin HAANKIER, HEREENBIENRRK, B RV AEAML
SRR, BEEH, Qilin MR XM AFEMEIE, NET T IO RIERE
NRITANERXM. BRAHAXHER, SEXVTEEHLVAREEXXHE. &1
EEETHRRER, UREBOMESILESZHXE, EERETNEFE—PZXE.

L_%)’i/ iw

«Back NISSAN CAPITAL

=k L
NISSAN

i S

// TMAGES
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