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NOKTH ATLANTIC TREATY ORGANIZATION
INTERNATIONAL STAF

‘ORGANISATION DU TRAITE DE LATIANTIQUE NORD
SCRETARIAT INTERNATIONAL

NATO CLASSIFIED
3Sep2013 DI(STR)(2012)0008 REV23
To NADREPs
Joint Civil Military Team (JCMT), Smart Defence
From Direct Support Team (DST), Smart Defence
Subject :  STATUS REPORT 24 ON SMART DEFENCE MULTINATIONAL
PROJECTS
Reference :  A: DI(AAC)2012)0117

1. Please find attached an updated snapshot of the multinational projects and
proposals contained in the database maintained by the ACT SD Core Team. No major
changes since last report

2. At annex A an updated list of National Points of contact for Smart Defence is
attached. Any changes 1o the list should be addressed to ACT SD Core Team Project
Coordinator (See paragraph 7).

. At annex B the column “Participants” for Tier 1 projects reflects the nations that
have confirmed their participation. Nations that are only interested/observers in Tier 1 are
not listed in this report. For Tier 2 and Tier 3 proposals the column is named “Interested
Nations" and refers to nations who have shown interest in these proposals.

4. Status Report 24 on Smart Defence MNI Projects will be released 1 Oct 2013.

5. NSWAN users with access to the Smart Defence portal (http://nww.actnato.int )
can access the database and download the report at any time with the latest information.

6. In accordance with Ref A, reporting of status on progress regarding projects and
proposals is important to prepare for Defence Ministers' meetings, for Speull Envoys to
fulfl their role and for NATO staffs to propare and present monthy update o natonal
representatives on progress achieved

NATO CLASSIFIED
Releasable to Sweden

=
ikry it A standadizaion burd
resu . Arducomicé micare N8 O

NSO{AIRJ0952(2023)A0/1183 (INV)

MCASE
INVITEE PARTNER REPRESENTATIVE

TR $190 A RN T} AT ST 1) iy SN SO

R FIXED WING ABOVE WATER WARFARE/AEROSPACE SURVEILLANCE
CONTROL_ SYSTEM® (AWWASACS) ARCRAFT GONTROLLERS - ATP..382,
EDITION B

STANAG's ratification draft prepared to cover ATP-3.3.5.2,
Eion ;o pprove by the MILITARY COUMITTEE A1 STANARDIATION BOARD
for cifculation to obtain national ratfication

ACTION BY NATO NATIONS

2. National staffs shal reply to this ratfication request in accordance with Annex E
of AAP-03/(K) through the e-Reporting tool on the NSO prolected websit.

{ \TO BODIS [ R NAT)

3. If appicable, NATO bodies and partner nations are 1o provide their intentions related

the NSO protected websit.
RATIFICATI N
4. Ratification responses shall be provided not later than 7 March 2024.

WA

oy Sy

M.
Colonel, TUR (AF)
Chair

Endosure:
STANAG 1183 AO (Edition 7) (Ratifcation Draft 1)

B-1110 Brussels, Belgium - Interet site hitps J/nso.nato int
E-mail: ir@nso.nato.int - Tel. 32.2.707.5590

2. FBI HiEittE

&K ATETE: 2024.3.5
MHEHE

GTAN SANS CLASSI
STANDARDIZATION ACCORD
AGREEMENT DE NORMALISATION

STANAG 1183

NATO QUALIFICATIONS FOR FIXED QUALIFICATIONS OTAN
G ABOVE WATER DES CONTROLEURS DES
WARFARE/AEROSPACE AAERONEFS A VOILURE FIXE

SURVEILLANCE AND CONTROL  OPERANT DANS LE CADRE DE LA
SYSTEM (AWW/ASACS) AIRCRAFT LUTTE AU-DESSUS DE LA SURFACE|
CONTROLLERS ET DU SYSTEME DE SURVEILLANCE|
ET DE CONTROLE AEROSPATIAUX
(LASFIASACS)

EDITION/EDITION 7

XX XXXX/XXXX 20XX (to be filled by NSO only)
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NORTH ATLANTIC OORGANISATION DU TRAITE
TREATY ORGANIZATION DE L’ATLANTIQUE NORD
" Publié par
Putiahad by RormALISATION
(NSO)
©NATO/OTAN
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Big data belo

1D Name Email ID DeptiD
600753 Weatherspool Marlene R. marlene.weatherspool@mail1. monmouth.army. mil 34112
601495 Loggia,Anthony J anthony loggia@mail1. monmouth.army. mil 34112
031429 Leonard,Darrell W g6amtech1@hq.c5.army.mil

033520 Varna .Joseph W gbamtec2@hq.c5.army.mil
X - obedsag sgsauto2@hqg.c5.army.mil

au_k9@hotmail.com

g6amtech@hq.c5.army.mil
g6amtech3@hq.c5.army.mil
sgsauto3@hq.c5.army.mil
; GAMEr Kev'rn GARNERK@FHU.DISA MIL
032148 Broten,Charles E brotenc@hq.5sigcmd.army.mil 34417
033849 Thome,Raymond W ray.thome@hq.amceur.army.mil 34417
601239 Klinner,Kenneth O ken.Kinner@hqg amceur. army. mil 34417
034947 Malachi Jr,Leroy Imalachi@ha amceur. army.mil 34417
033622 Taylor, Terence N GBAMTECH7@HQ.C5.ARMY MIL 34417

3. DOD &t =

L ATEFE]: 2024. 3. 15
MEHE: 399,373
€352/ &% A: HikkI-Chan

EH#HR: 2024.3. 5 XENERXZTFEREAEREAEEZ—H=EE
Fr 88 (dod) ##E. KT 3 A 15 Hul E WK L& T #4t 399,373 £404E. H
FE—pHECESESL, BIE, WM. B, S FAREEFE, S0
BEAeHL, B, WA, MUFFE, IRFFAGERENRENZXEE
% &8 77 W 3k https://dod. hawaii. gov/s
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DoD - Department of Defense #2 . Leaked , Download
by Hik “han - Friday March 15, 2024 at 05:24 PM

Hello Breachforums

a0/
LULU","HI

Higuchi
VAINA DRIVE", ™"

VAINA

Feb 2024

DoD - Department of Defense . Leaked , Download
by Hil “han - Fri March 15, 2024 at 12:42 PM

Hello Breachforums

D
Li

name, phone,
3111 Day,
Larry Taylor,
Mr. Jame Phd,,
(915)232-
(507)501-4214,
[FEoz el Justin Mur 001-571-611-8424x2252,

5063x5730,

Grant Smith, 4359146798,

Rachel FL 691-618-7748,
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& A EHE: 2024. 3. 20
MEHE: 739
€3 / A4 A: malloyanon
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=H. RALSF#K. BEF, HEFACEHA P 2K, BETH, £, N
fLee, Hhs 8 m R,
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Leadership of the Airborne Troops and others of Russia
by malloyanon - We reh 20, 2024 at 10:09 PM
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F A EHE: 2024, 3.6
MEHE:

B/ %M A: Rlg

EMHER: 202436 K NEEXZFe R AERELEEZ —HAREN
AT EE (Internal Security Operations Command, &A% ‘ISOC” )
B, AWML LTHEERN (I1S00) £HEHERXRKEKMAHBUEH T, ZHEK
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200GB Documents of Internal Security Operations Command
by R1g - Wedne: ch 6, 2024 at 01

1want to sell documents from Thailand ISOC ( Internal Security Operations Command ).
200GB of top secrets , secrets , project and operation files in various formats. | dumped this data from their Drive System in Jan/2024.
Sample Files : https:/ffiles.offshore.cat/r71j0Zdn.Tz
Accept XMR and BTC . Please dont waste my time. Contact me via Tox or Telegram.
Tox : F17F5DF0224127E9B14CDAD1C77DA2F4FATFFIBBFIDDBD5095708DDE06978E37C6D36COADACD
ExRig
amScanner 20-12-2566 09.14... 5.0 MB PDFdocum... 20 December 2023, 03:22
A CamScanner 20-12-2566 09.4... 574.4kB PDF docum... 20December
A 150C_umumsdaulasomssses... 503.1k8 PDFdocum... 13 November
A ansuneniReadon.pdf 207.1kB PDF docum... Decembel
I nosuu M7 kB PDFdocum... 19 December
A msmouuaisiingv Aa.suu.pdf 1.8 MB PDFdocum... 20 Decembel
uvuon Aa... 1.5MB PDF docum.... 21December
uianuudounsy na.... 5.0 MB PDF docum.
» s1Awans:nu darhlos ... 3.1MB PDFdocum... 13 November
A vonwounsK aue.pdf PDFdocum... 07 December2

Jun 2023
A teanaviumsliWomedoya.pdf 2 PDF docum... December
PDFdocum... 15December
(][] A welRntibeoavussusauuomod... 2.1MB PDF docum... 20 December 2023, 03:
A vosyuasadsinAdnUgoaoL... 13N PDF docum... December 2023, 0-
A~ uoaydac Gumsiiioias: 2 E PDF docum... 13 November
A= vosuauwmua . PDF docum... 13 November
A vesyaummomssasiaLbu PDFdocum... 13 December
X uouua (gw) nsount . 644.8K PDF docum...
X woouia (1) nsounn . 669.2K PDF docum.
s pouminesiu 12 5.. 66 448, PDF docum...
A indoucvdvnduauionas. pdf 20 PDF docum....
X wdouamsassoaoumsdnaums... 1.2MB PDF docum...
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DATABASE OF ¢

by Nepali - Sunday March 24, 2024 at 11:16 AM

g
Jan 2024

7, ** EMSRESYEME

: 2024. 3. 12
M EH =
€3 / A4 A: shiningboy

$#ﬁﬁ:mm312%%ﬂ%% - TFeERNE
SRERHIE. ZTEHIAHIELA 380,000 %,
ﬁ:ﬁ%\%m%\gﬂ%%\%%ﬁ%%o

China Province Social Security Database, original table 380K
by shiningboy - Tue.day March 12, 2024 at 01:52 AM
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€3/ %4 A: Ynnian
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FHHR: 2024.3. 7T XEFFEEXZF 6H ANENIEALE E—f sowknx
BV RFA RN RE. ZOEFEIHR 3,260 &, LUNHAFTLENT
BlA: ip ik, WM. &4, BiE, B,

[China] L
by Ynnian - Thursday March 7, 2024 at 09:17 PM

9, ** EFRRE B/t E

& AT E . 2024. 3. 25
MEHE: 100,000
B2/ KA bkrk9

EHHR: 2024.3. 25 KRR ZFEHAAEREAES —H »x &
FE o & P g, 2R KIELH 100,000 &, ENH 100 =T, b HEERF
BEWTEA: #4, BiF, ik, aRiIET%.

RE 100005 AEEF 2RSS

~ETHH0000%: ATERF SAFRHES
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10, * BARBERHELE

F A EHE: 2024, 3.7
MEHE: 400,000,000
€3 /) Z# A: ChinaFan

FHMRA: 20243 T XEHNHEERZFeRFAEREAEZ—f*xEHi

ROZEZHE. ZXFZOEERITECE, BN 4,000 7T, % HEvEEA
FRENTEA: 4, BiE, M, FRIET.

china people data 400M
by ChinaFan - Thursday March 7, 2024 at 02:45 Al

oChinaFan
Al

@»

“i.

MVP User
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1. FRELVEZARRR

2024 £ 3 AAREHRMWE L EZHAL (F#HELXGTAH) £34 4, AT
By 8 R =R 439 4, TOP 10 W E ZH M40 T Fi o~

mkE I EREHA
TOP10
He BRER  AREHR  KGHE
1 B lockbit3 65
> PLAY ol 42
3 RA World ragroup 33

Black basta 52

5 % medusa 22

6 cAcTuS cactus 20

7 ransomhub  Ransomhub 20
8 "!’""Pgﬁr'!"""ﬂ mtjgrtrfcrxiionul 18 i
9 AKIRA Ao

TOP 10 B9 B R E AL N TF R AW B R F 1 & 230 F 1HH 64%, 20 T B ow:

14
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ransomhub, 20, akira, 17, 4%
qilin, 17, 4% dragonforce, 9,

5% hunte-r\, 18, 4% |
cactus. 20, 5% redransomware, 2% / trigona, 7, 2%
T 12,3% alocker, 6, 1%

|

medusa, 2 byss, 5, 1%
XX, 5, 1%
Y, 5, 1%
blackba , 5,1%
§;===={=|!lrn5,1%
\ rhysida, 4, 1%
wverest, 3, 1%
vich, 3, 1%
lnallox, 3,1%

ragroupv
play, 42, 10% utleaks, 2, 0%
werewolve

lockbit3, 57, 13% threeai%, 0% 'meow, 2, 0%
8base, 17,4%  blackbyte, 1, 0%

blacksuit, 8, 2%

2, REHARKEES

TEHN I —FREBZHRAFREH#ASE, NTEHITEYH, 24AENHA LK
Bl BEHARNENE SRR (KRAS EAMLFEEM) , BREREH
BIEAEZR T, Gt Ko (2024 3 A) 28| —Fwgitarsm (2023 54 A)
#7126, 9%:

NREHE=E

700 &31
600
527
500 447 426
457
e pe 401 439
364 337

300 370
- 289
100

0

LT o I U SR R S, O R N
A SO S AR S - i oy & &
I N S A N S A A N A A
5 A ) D) 3 w S S 2 A A
—_— N RENHE

W& TIHAT (FFREH + ATB R BN MR EFRES R, LHE
2023 ULk, WormGPT A FraudGPT B9 & i fu & &, B & H 2 IE £ A A7 AL
N BBES, XWERETSHMEBEZHAZGT »H, #AERKRK, KA
R EE AL B T E TR
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REANNE

40 37 36

3. AAHBBEHREA

HTHEARZARTARERAR, TrEREFRFELHNENS, 27K
M BURR 10 MEAHF FEMH, FHEFH o REUEFHHATHTHHA:

=4 ExR/AR Bt iE REAN
EEKAERAR
water.cc 2024/3/4 | Lockbit3

Living Water International

EEBRRAMBI/REE TE

cityofbartlett.org 2024/3/2 | Lockbit3
i Bartlett
FERXECHESEES
SIEA 2024/3/8 Ransomhub
(SIEA)
BEBFAZERSE
gpaa.gov.za 2024/3/11 | Lockbit3
(GPAA)
UNDP BEEFFAE 2024/3/27 | 8base

Lawrence Semiconductor
EEFOIHESUMTTLRE | 2024/3/27 | 8base
Research Laboratory

mckimcreed.com MCKIM & Creed 2024/3/25 | Lockbit3
https://www.carri.com EEFFFAT 2024/3/26 | Alphalocker
Premier Technology =RIR 5N 2024/3/11 | 8base

Continental Aerospace
PN IS PR SN 2024/3/6 | Play

Technologies
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(1) EZEBRANTHME/RILE TERT Bartlett

Bk B E AN lockbit3 £ 2024. 3. 2 /A7 T 3 B B 40 Mt R H B T B 3k
T Bartlett & KW E . ZH I RERE KA EREN T HIR A A
B4, WEJE lockbit3 A T 47 B 2|09 B A 4548 .

B 3 TWITTER > B HOWTOBUYBITCOIN > € CONTACTUS
LOCK[:J} geXo] LEAKED DAT e PRESS ABOUT US > E AFFILIATE RULES > &% MIRRORS
Deadline: 02 Mar, 2024 20:40:50 UTC
[no logo] cityofbartlett.org

Bartlett is a city in Shelby County, Tennessee, United States. The population was 57,786 at the 2020 U.S. Census.

o TWITTER > & HOw TO BUY BITCOIN > @ CONTACTUS >
«d' PRESS ABOUTUS > ] AFFILIATE RULES > £ MIRRORS >

'WEB SECURITY & BUG BOUNTY

(2) KEEFAIEIE
B B Z A4 8base 1 2024.3. 4 A T BRAETF AU EZHR B FHEE.

ZHITAERGRARNERENCHRA XA B4, 8base T 3.27 A4 T
7 BRI TR BUHE
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8BASE

YOUR DATA IS HOT SAFE.

Comment:

(3) RiE=MREA

B EEH N play & 2024.3.6 A T KM EMAB AW TN E L
PHITAERGERATNERENEHRAIAA L, play T3.9NHT 5
R FT R 2048

Continental Aerospace Technologies

United States
www._continental aero
© views: 6576
amount of data: 475 gb
added: 2024-03-06
publication date: 2024-03-09

information: Continental Aerospace Technologies™ is a global leader in General Aviation. They are the only company to offer a full range of gasoline and Jet-A

engines, as well as avionics services. Continental Aerospace Technologies was founded in 1905 and is based in Alabama, the United States.

comment: Private and personal confidential data, clients documents, a lot of technical documentation, clients db,budget, payroll, taxes, IDs, finance information
and etc. Compressed full dump.

DOWNLOAD LINKS: http:/fx6zdxys me s e omm N
http:b3pzpt ooy o om0 om0
Rar password: KEz (&= = N

PUBLISHED
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4, ARFRPERIVHEESHIREA

ELSHFHHR, WEZeFAHERE, BERHRET AN
B W — AR, FERETFI, TFR, REAELENRERHEHRTE
FIRTY STzRE, ERMNNFLE-—FEALK, UFEZE—Rit. SREARN
R FEHEEHA, HANER, Rks, —EE%%E, THE2FHE
AWEFMAFH TR, AEEZNTREEEEM T, AL, SL U
BANRF, MEAZHEAENRZERE, UTARKAY R T EA VBB REH
ijﬁ%:

HR FriEfTiv Btig) EEAR
AxEE EE 2024/3/18 Hunters
Hkkkrk g 7 2 IE ST AN T] EE 2024/3/19 Trigona

=i

onf

EES5EER 2024/3/5 Lockbit3

PR N =1 ] i 2024/3/7 Bianlian

m WHZREM, KX RN R LT
(1) BT FEHRTFMEBEENAG “NO !
(2) Ak CISO 177 b7 Anie B & 22 E %, [FIE1ZKREFHw R HiL;
(3) 358 https://0. zone/DwmTab K F 2 H TEH B &

5. HBRVEZAAES (BianLian)

BT ENZAAT LA T ALEAA B AT B ZER AT e R ATE, A
TR EFHREF N A B WAV BZARATHEENA, DT RE WA
NWNGOSE IS 7 Qe iE - S RAN-CA ) g

EANFIHWEZHAA: Lockbit3, Royal, Play, Rhysida, Alphv,
8base, Hunters International #nd T #%1& 0 A £ A & .
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A H /48 BianLian B Z 44, BianLian # R AT 54 T 2021 4 &,
WEMEARKEL R 2024 F, ZEEARATREHRTH: BRI
BEBEAURTNFRERE. ZEFZHLELE N TORHYALEE, AT4L
MR EHE MW ERE. EFHERAEN K, Bianlian L& AT HEH W
NE LR, ReBEWiZ /N8 W E /. BianLian B EHF 44 £ AT, LT
BHEEAEMN. BLEME LA FE W E 23 ETRE. #F M BT LKL
WK . BianLian By X K E Mk, 2B ME T RFE Lo EZ LD,
ZEEEFRINZAERFEENZIRAMEE 2 MWE, BianLian % F# # 45 ~#
i TOX 5% 2 onionmail #iht 5 H /T8 M., UL TE BianLian B W 7 @ :

BianLian Home Companies Tags Contacts

____________________________________________________________________

' . . . . .
1 Work with us: targets' providers, software engineers, pentesters, journalists.

'
1 Tox: ABADOFD4C931CDAAT408D5AGIN I I BUIL BUNUIon i oo o mmse s
'

____________________________________________________________________

# mem— ENT W =

struction company specializing in commercial, residential, healthcare, public, and industrial projects
The company is headquartered in Eugene, Oregon and was founded in 1955.

Read -
W |
provides respectful, compliant, and reliable debt collection services for creditors
Read -
#
A refreshingly modern beer brand, Imagined in India; pires to bring flavorful beers to th 1d. A f the f
g g brands h 1d, Bira 91 has built a di portfolio of d g b f y d d
he global shif: b d 1 d fla
Read -

BianLian R EZHARARLE ZWIEF T T tox MES AR A 7 A UKL EH
RERA AT

BianLian Home Companies Tags Contacts

____________________________________________________________________

' . . - . .
1 Work with us: targets' providers, software engineers, pentesters, journalists.

'

1 Tox ASANEEEN EIUEEEEEEN N NOECEES EENSE N SEES SESSSS037DF
'

: Email: de AEEENTEENES B

____________________________________________________________________

BianLian & F AR« % FH By A LR RN G & HAT P DL R L=
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R 2
A H I T,

BianLian 8B WX T % F & IR & o KB R T A M
2N ZEFEHFRATE R AT LR A 8 Frot Rk 54U

B A B R A BB R I 2 2 BB By R B 34T 20 RV 4

YA

BianLian Home Companies Tags Contacts
R e R e R -

Work with us: targets’ providers, software engineers, pentesters, journalists.

Tox: C931CH BF38C]

Email: deepmind@onionmail.org

is an industry leader in pipeline c i ished in 1991, is 2 100% employee owned company (ESOP) with a huge emphasis
on employee growth.

CEO: Craig Danley

HR & Personal

sty

Email archives

1 \al.com_mail_1.zip 1s al.com_mail_2.7ip Tstp ~al.com_mail_5.zip

Medical data

1stprg

Private & Confidential

1stpi Lcom_private_confidential 1.zip Tstpr(

Technical data

1stprof. technical_3.zip 1sty; -om_technical_4.zip
stprof fechnical_7zip 1stpt >m_technical_¢

1stprof technical com_technical_12.zip
stprof 1S “com_technical 16zip
1stprof

1stprof \Lcom_technical_24.zip
1stprof Lcom_technical_28.zip
1stprof

1stprof

1stpro

1Istpro technical 42.zip

The rest data coming soon.
® usa
® medicine

S
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